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aouio —0.0

@9 gy €l -1.0
TCP Connect() »5,-1.1
TCPSYN i, -1.2
TCPFIN _3s,-1.3
TCPXMAS 3, -1.4
TCPNULL _3s,-1.5
TCPWindow ,»4,-1.6
UDP s -1.7
gy S0 glgil -2.0
TCPACK _3s,-2.1
IP Protocol g, -2.2
3590 Jelwio sba Il -3.0
Strobe ,I5,1-3.1
Netcat |15, -3.2
SuperScan /5, -3.3
Scanline ,I5 -3.4
@l gloliil o5 Jgox -3.5
©)es Sleg b ablie 4.0
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400
Gan glosie Llulid o8 sl 4wl o (o5) dloyadiz ol L a5l 45 (6 o Cons
L 53,50 odlae lon b (SCAMNING) S5d5 ais) Jlioy 4l ;5 gin 5 Shag p9 p5 5 0392
il

0,5 @lbd 1) o) o Sidny orimes 9 Led 4l b Glndle 53580 asil 5l s
el rizmen 5 was (o0 )] Slaad 4z g 5)l5 onge (sl Adiby ax rdleya Wl wals
2 x5ee )18 Gl ST 5o 970 Az 4 ey

L 53585 a5 ally (oo 4l Sleindle 59, 5k Sledom Dl p90 pB Sleiend (n et 5l (S
Ao oo plail W5 gpie (POt Scanner) &g Siug ol 4y a5 Slalnl 5l oolaiul

Wt ere g pasede sldyn gl Gz ol 5 st Sl odins ugp o Lxil
Ol (§9) 2 oA (g plS 45 3 p dalss o Edge (al 4 Djgr lag Sl esliiul b 55485
sl a5 o

RFC1700 o IETF lwg Wil clesye o)lads 5 o,lilin] (clo oaind (upgpes Comypd 4iS
Al oo ascine

lie ! jo ol asls s Cdlas ol 4 JolS Lieas Gl b g polais] & ygar e a5 Ll )
Sl B aie o &5 (g ogd wSby b Oje Gl il LSS S 4 oS oad (o
Baalosl o loe Djpar s cpl a5 sl 5l g 05 18 Glasaddle oy o e ()
e S Glaim ol 5l Wilgy e cailes Wil euls yiolesl i) lawg OSSO jgear ot
A8 oolazwl (g0 8

o2 o |y eadilys aS oals oolaul (gl oole ol o 6l SLo 5l Cllas (y0gs u o Slp uicren
Oy Glygl ol a5 el 51aas SeS wls walys #) SBW| ax g aild e el Eao90
UL &ye Glag OBl g el )08 Jlews Sl 98 5l 0jlo (oo cllae ) 4 (paadS 9 600,15 LS
58l e 5 g0,m aS el S35 LB ool o0gad oolaiwl (65 )5 sledlie 3l,l sl HPINGS3 s Nmap sl»
g didl oo s BB .9 Auditor . Backtrack aile uSsid oy Sl goiie slo moje jo
S5 sl)lnl adlys so 5l Dyge yo adl wled eolaiul bl cpl 5l Csgs gl @3S0 aogs
:alos ogbils 25 g (slomyol 51T, oo

http://ww. i nsecure. org/ nmap
http://hping.org
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O il g allb o Lo |, TCPIP aiws 5 ol ol aledbl alas oaislys a5 cewl cplpy (5,8

ol oo ool (PRI U8z g ditws ax IP Sl ol e > TCP/IP a5 5,90,0) Ss9lok
2ebls alys (G plalle 250 5 45yl 6L 4z TCP Sglits slo oz 9 ez S5

oz LT 31w 30U soliiw! cdlge g aiiils b jge] e dlio oyl Cdlae plod 11 ,S&
lld wplgss ool p | (S ghuino o ol g5 9 O g9 Ul uilS solaiwl s

&b 3y Lllo (g gdge 4y aBMle ©)9050 45 09 (o0 Aoyl dlio ouliles 412 SO
925 Wil soliiwl 31 g S ulojl (pogas Famls wiz b aSeud olKiulojl &y
A5 (610095 Tuxr (o0gas uf g (o9 S Sl 5o (k> sledwilo

Bl oo ) Dygar oo plxl T g9, Slaolesl ol a5 gl aSiis ol SLo

daie lo peile Glgam 508 fwdle 90 g 009l piile loiny 192.168.10.5 eyl b opeisle
liglesl 25T aslyte (£olp 65355 pole 4 laieddle a5 ceul 3 BB adl sl oas oolasl
QS (gl ool cole DUl o L 1y 095
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W9 oy glgl-1.0

TCP Connect() yg,-1.1

S sl ol Jole piacew 4 diwg s B oS o ool Connect() &b 5l yiog 5l £95 ol
oo ool AW (sl a5l a5 wiied sldass 5l 50iS Yeone bs, ol 45 wany |, TCP Ll
o ookl Juls c\é).b3 S Caws g,y 3l aS Conl cpl Glag 5l gg ol o S s s
S ool 1 5L sled s gy ool 3l sl b g oS

oo oolwl SYN ol &y g, 40 Cod (g iiion slo s ¢ yiion Lo a5 Sl Sre ol o]
Sl b dade aiile (59, D ye plaS paegly a1 B 0l

Lo IP o yo] 55 oo el g, ol 5l ooliinl a8 ol oyl aunily anils [bliy aly oS cage 4355
2S¢ (LOQ) 6,53 dato puiile (59,

25 medls Joe ) Oypa NMED Ky sl oslanl b gy cnl plsil sl

# nmap -sT 192.168.10.1

Starting Nmap 4.21ALPHA2 ( http://insecure.org )at 2007-03-07 08:49 CST
Interesting ports on 192.168.10.1 (192.168.10.1):

Not shown: 1702 cl osed ports

PORT STATE SERVI CE

80/tcp open http

5190/tcp open ao

Nmap finished: 1 IP address (1 host up) scanned in 1.459 seconds

455190 380 &5, 55 cowinr oo 192,168,101 o 01 b aiomns gy s 0 &5 pshailon

el TCP Connect() &g s
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TCPSYN vg,-1.2

Sowle oo Gl Sl g 005 Jlul wate pitacw 4 1, TAW SYN slo iy g &9
1o aalgz Zwly RST dg SO b diy &g 0lo alss zwly SYN/ACK ay SO L 5L &g
s ol a0 &ygo () Ho ) cwl a8 Djg oL Jlesal 4 cautd sols Sy  Sewly ST
(ol e firewall G s il jo a5 05 puple> o

Open:
192.168.10.5 -> 192.168.10.1 SYN
192.168. 10.5 <- 192.168.10.1 SYN ACK

Cl osed:
192.168.10.5 -> 192.168.10.1 SYN
192.168.10.5 <- 192.168.10.1 RST/ ACK

Filtered:
192.168.10.5 -> 192.168.10.1 SYN
<no response>

S o Jee ) a)yca.nginngNmap sl 8l £y Slesleiwl b o }1@3@1 pll sl

# nmap -sS 192.168.10.1

Starting Nmap 4.21ALPHA2 ( http://insecure.org )at 2007-03-07 08:50 CST
Interesting ports on 192.168.10.1 (192.168.10.1):

Not shown: 1702 cl osed ports

PORT STATE SERVI CE

80/tcp open http

5190/tcp open aol

MAC Address: 00: 0C. E5: 4F: OF: AF (Mot orol a BCS)

Nmap finished: 1 IP address (1 host up) scanned in 1.616 seconds

il o TCPSYN s, & Ly 0osailis =SS giges Y j5ims 4o

# hping3 -c 1 --syn -p 80 192.168.10.1

HPI NG 192. 168.10.1 (ethO 192.168.10.1): S set, 40 headers + 0 data

byt es

| en=46 ip=192.168.10.1 ttl =64 DF id=0 sport=80 flags=SA seq=0 wi n=5840
rtt=1.8 ns

--- 192.168.10.1 hping statistic ---

1 packets tranmtted, 1 packets received, 0% packet |oss

round-trip min/avg/max = 1.7/1.7/1.7 s
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# hping3 -c 1 --syn -p 81 192.168.10.1

HPI NG 192. 168.10.1 (ethO 192.168.10.1): S set, 40 headers + 0 data
byt es

| en=46 ip=192.168.10.1 ttl =64 DF id=0 sport=81 fl ags=RA seq=0 wi n=0
rtt=1.8 s

--- 192.168.10.1 hping statistic ---

1 packets tranmitted, 1 packets received, 0% packet |oss

round-trip mn/avg/max = 1.7/1.7/1.7 ns

Db aS ole ates slaad —C gges sl 00l 03,1 HPING3 5l ool b a5 YU Jlo jgws 90 0
—SYN g DiSee aseio |y slows 1 s o] 5l am sae g ailegd oo 580 5 a0 1) 00l L)
r:beS‘SoMQT Shaw oae g mdgw b o0 TCPSYN g, 40 Sl g45 sasmaslis
IP colys j0 g 0l oo aseie 81 § 80 Glo &y Jlie 90 40 a5 0,5 |13 iog 8,00 Oye

9550 )18 Gl 990 Wb aS wll o dale udle ol saiaailis

TCPFIN bg,-1.3

25 dlyts Cdbyo 90 (nl G pled g b))l Gl (Pl e ) 09d BB oals il g 5L
RSTW&S.:;‘ ‘AJGAJL»)‘ FIN Ms.i::\fw‘ Q)}a R u‘“’?’ ‘.)“’5) U"‘ 61.@‘ od..»‘
dade yble (993 00l L L L) 098 aun Dy ST g el Ay O jgy AT pegd (g0 O 8L 0
Sasl ails sezg Firewall ol cpl o 514 il 5L &yg a5 05 ailes Jlo)l S)se,0 1)

2,5 slesel J5 5590 Do 090 b 990 S bl gy 4t 4 Gl o8 Bsb )

Qpen or filtered:
192.168.10.5 -> 192.168.10.1 FIN
<no response>

Cl osed:
192.168.10.5 -> 192.168.10.1 FIN
192.168.10.5 <- 192.168.10.1 RST/ ACK
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el 0wl 3,0 HPING3 g NmMap 380 6 5 g0 5l eolatwl b rog (o5lw ool

# nmap -sF 192.168.10.1

Starting Nmap 4. 21ALPHA2 (http://insecure.org) at 2007-03-07 08:51 CST
Interesting ports on 192.168.10.1 (192.168.10.1):

Not shown: 1702 cl osed ports

PORT STATE SERVI CE

80/tcp open|filtered http

5190/tcp open|filtered ao

MAC Address: 00: 0C. E5: 4F: OF: AF (Mot orol a BCS)

Nmap finished: 1 IP address (1 host up) scanned in 2.812 seconds

DS oo S 1y g 5l €98 (] —SF Edge ol moly Jlne j0 oS jshailea

# hping3 -c 1 --fin -p 80 192.168.10.1

HPI NG 192. 168. 10. 1(et hO 192. 168.10.1): F set, 40 headers + 0 data bytes
--- 192.168.10.1 hping statistic ---

1 packets tramtted, O packets received, 100% packet | oss

round-trip mn/avg/max = 0.0/0.0/0.0 ns

# hping3 -c 1 --fin -p 81 192.168.10.1

HPI NG 192. 168. 10. 1(et hO 192.168.10.1): F set, 40 headers + 0 data bytes
| en=46 i p=192.168.10.1 ttl =64 DF id=0 sport=81 flags=RA seq=0 wi n=0
rtt=1.6 ns

--- 192.168.10.1 hping statistic ---

1 packets tranmitted, 1 packets received, 0% packet |oss

round-trip mn/avg/max = 1.6/1.6/1.6 ns

Sl 00l oolau! 81980 LgLQ Sy 6‘)" O 9 &Md‘f—ﬂn C"j}“" )‘ YL: 5D gO O
8l &yg slp (Jg onis ools Srwl a5 eogr il b 5L 80 &g s oo a4l 0 a5 jelailen
Cawlizne (s g 0l Jled RST/ACK o2 5 a5 ain o0 (el (29,5) Gug 5l Jol> ases o
LS‘)" Azl U"‘ IR 00)5T ﬁ‘;boj uL?My 39 45)51910.&75 ous oold w,f).: 4\.‘@9{)‘0 A as

’v

A
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TCPXMAS b, -1.4
Wy Sy 3} Sy &g FIN iy Ky (sl 45 Sl ol b el oo FIN g, aiilons g, ol
S oo o3liul PSH g URG (FIN  gla S5 L

Dgd (0 S D)ze Gled b O jyg I g oad Ll FIN gy Sgay s ol

Qpen or filtered:
192.168.10.5 -> 192.168.10.1 FI N URG PSH
<no response>

Cl osed:
192.168.10.5 -> 192.168.10.1 FI N URGE PSH
192.168.10.5 <- 192.168.10.1 RST/ ACK

Sgdoeo o0ld CuiS p dln Dy 5l Al jo a5 o) a0 YU plSLo jo a5 jghailes
g e RST/ACK
g dle> 133 e 4 HPING3 g NMaP Lawsss (g3l ooly

# nmap -sX 192.168.10.1

Starting Nmap 4. 21ALPHA2 (http://insecure.org) at 2007-03-07 08:54 CST
Interesting ports on 192.168.10.1 (192.168.10.1):

Not shown: 1702 cl osed ports

PORT STATE SERVI CE

80/tcp open|filtered http

5190/tcp open|filtered ao

MAC Address: 00: 0C: E5: 4F: OF: AF (Mot orol a BCS)

Nmap finished: 1 IP address (1 host up) scanned in 2.491 seconds

axgio 8 SWl L Ll ccwnl oo oolainl (iog g9 ol (s slp —SX g I a5 Cnl mSlg
e openffiltered o jgm 1) o &0 (L3 (g5 5 G29) (nl Glas 42 ;o NMAP o7 0l alss
Gl )0 Dgn A Gl adtion 00l S gy 90,0 A4S Cewl g05e ! Kilo 095 a5 el 0ol

o pl3 L aal,

# hping3 -c 1 --fin --push --urg -p 80 192.168. 10.1

HPI NG 192. 168.10.1 (ethO 192.168.10.1): FPU set, 40 headers + 0 data
byt es

--- 192.168.10.1 hping statistic ---

1 packets tranmitted, O packets received, 100% packet |o0ss

round-trip mn/avg/max = 0.0/0.0/0.0 ns
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# hping3 -c 1 --fin --push --urg -p 81 192.168.10.1

HPI NG 192. 168.10.1 (ethO 192.168.10.1): FPU set, 40 headers + 0 data
byt es

| en=46 i p=192.168.10.1 ttl =64 DF id=0 sport=81 flags=RA seq=0 wi n=0
ret=2.2 ns

--- 192.168.10.1 hping statistic ---

1 packets tranmitted, 1 packets received, 0% packet |o0ss

round-trip min/avg/max = 1.7/1.7/1.7 s

XMas g, 4 iwg sl b S8 Sledas gl --Urg ¢ --push g --fin gla zigw a5 conl mlg
5l oo oolazul

5 (100% packet 10SS) s ool ceisS p el g (6l e 80 &g Gl (9,5 4t (o
oot (oo 45 Cewl 00l eilis atwy RST/IACK 2y S ooy <l yo ates o 81 gy sl
el 4y 81 4 5L 80 &g

TCPNULL bg,-1.5
s 6o pzyy ) AT b a5 Dol ol b 05 e Joe XMAS o FIN aiilen 55 s, o

oeisle 4 NUID aiy G &8ly o (aaaged J18 dlaie SO o8, b pl) el oad owilis Jlu)

Open or filtered:
192.168. 10.5 -> 192. 168. 10. 1 ( NONE)
<no response>

Cl osed:
192.168.10.5 -> 192.168.10.1 (NONE)
192.168.10.5 <- 192.168.10.1 RST/ ACK

g0 dle> 15 g HPING3 s NMAP 5l colazul b oals ;S8 og, (g3lw ooly

# nmap -sN 192.168.10.1

Starting Nmap 4.21ALPHA2 (http://insecure.org) at 2007-03-07 08:57 CST
Interesting ports on 192.168.10.1 (192.168.10.1):

Not shown: 1702 cl osed ports

PORT STATE SERVI CE

80/tcp open|filtered http

5190/ tcp open|filtered ao

MAC Address: 00: 0C: E5: 4F: OF: AF (Mot orol a BCS)

Nmap finished: 1 IP address (1 host up) scanned in 2.673 seconds
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Ol 1y g0 ,a NmMap a5 ool b 5190 580 &g g0 suis (o0 4l (9,5 ,0 &5 jghailen
Sl 48,5 1ai s openfiltered

# hping3 -c 1 -p 80 192.168.10.1

HPI NG 192. 168.10.1 (ethO 192.168.10.1): NO FLAGS are set, 40 headers +
0 data bytes

--- 192.168.10.1 hping statistic ---

1 packets tramtted, O packets received, 100% packet | oss

round-trip mn/avg/max = 0.0/0.0/0.0 ns

# hping3 -c 1 -p 81 192.168.10.1

HPI NG 192. 168.10.1 (ethO 192.168.10.1): NO FLAGS are set, 40 headers +
0 data bytes

| en=40 i p=192.168.10.1 ttl =64 DF id=0 sport=80 flags=RA seq=0 wi n=0
rtt=0.1 ns

--- 192.168.10.1 hping statistic ---

1 packets tranmitted, 1 packets received, 0% packet |o0ss

round-trip mn/avg/max = 0.1/0.1/0.1 ns

&= 0ol Jlo,l date opile 4 hPING3 Lawgs a5 (gl dis ST (gl 0y oolaswl 457 (650w 90 ;o
odis odlaiwl &S = G&b..bl.wa ‘) (S o~ 2 LY ‘S‘L‘b C"";?""" )‘ P TR Wt oxlis o~y )‘ ‘a‘..\f

07 R P9 00 S @S &5 ain (oo 0 anglie (LB By 90 L) Glage he, (nl 4 &5

TCP Window ywg,-1.6

Rl b dogh e 21 cund @ 5l &j90,0) wilb oo TCP ACK iog asilen by, ol
0o ol by Joe cnl a5 w0gd JB wny 9 5L lo Sjgy (e (B3R AS (o0 e &S Sl
A2 o ploil ool <l ;o RST a1 TCP oo 4 by o Window s

S Sy sl ald cnl o1y R Jlade 5 5L sl Dy sl Hre ) yide Jlade b le gl (S
QS oo Jes ool aiaF Cllas yusSan 30 v (g090me Sl i g ilS oo colaiul At
Slass Ladd 5 030,5 lag b g o0k slasd g wpaile, plast a1y hsy cnl oSl Lol ST ey
50 wSme Wb 1y aoed sl ool axlge oul (S8 IS b Lado (ulls S92y Ay Doy (505
Sl golaws g (A5l ools aoes b Dygear 4F) din Dye (g0l Sl AT O g pdy s 150 LS

Zlls anles g9 (Wil ool aml s Oy Ojga aS) 5L O
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3085 oot o Siile) 0l wialess plovl Azl (55, (ool oo gt b piicen | pan anl
3oty onl amil 4 lg (ol Adiran &S LS Al lgT (0 zadg A el 00,5 (Sl Lxi]
.Q;OLQ.:.C‘ u,u%y

Open:

192.168.10.5 -> 192.168.10.1 ACK

192.168.10.5 <- 192.168.10.1 RST [ Wndow si ze > 0]
Cl osed:

192.168.10.5 -> 192.168.10.1 ACK

192.168.10.5 <- 192.168.10.1 RST [Wndow size == 0]
Filtered:

192.168.10.5 -> 192.168.10.1 ACK
<no response>

Do aalez 55 &g HPING3 g NMap 5l colaiwl b ying 5l g9 cpl (g5l ool

# nmap -sW192.168.10.1

Starting Nmap 4.21ALPHA2 (http://insecure.org) at 2007-03-07 11:02 CST
Al'l 1704 scanned ports on 192.168.10.1 (192.168.10.1) are closed

MAC Address: 00: 0C: E5: 4F: OF: AF (Mot orol a BCS)

Nmap finished: 1 IP address (1 host up) scanned in 1.500 seconds

el 00l oolainl jehate cpl (gl —SW g I YL Jlis o

# hping3 -c 1 --ack -p 80 192.168.10.1

HPI NG 192. 168.10.1 (ethO 192.168.10.1): A set, 40 headers + 0 data
byt es

| en=46 i p=192.168.10.1 ttl =64 DF id=0 sport=80 flags=R seq=0 w n=0
rtt=1.7 s

--- 192.168.10.1 hping statistic ---

1 packets tranmitted, 1 packets received, 0% packet |oss

round-trip mn/avg/max = 5.2/5.2/5.2 ns
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UDP i gs -1.7

5 09> el sl colaisl glils 55 UDP Jg calilh o 1518 5 mly ais SS9, TCP ax S
LS o 00l UDP 5| DHCP s DNS o5 ol s oo il oo b a5

dato paile 4 UDP ais G o cpeiile a5 Canssl wylo 0529 UDP yings (sl a5 (6l ousl
aple> dzl (el axlee ICMP Port Unreachable L 31 .ale o el e 9 00,5 Jlo)|
DBl (oo Al JA 0 )50 Djgy a5 2SS

350 Dyg Cowl San il axlge UDP Unreachable byl 5l 6,500 JKal b aS 550 50
RVIPRERCIICRNES

e g elenl 5l SIS 550 D yg el 00l AT dalie (redile (5 SIUDP zuly o ST s
g elys 2ld L5 5k b o 50 e i Lol 5 (Sl ST

Open:
192.168.10.5 -> 192.168.10.1 [ UDP]
192.168.10.5 <- 192.168.10.1 [ UDP]
Qpen or filtered:
192.168.10.5 -> 192.168.10.1 [ UDP]
<no response>
Cl osed:
192.168.10.5 -> 192.168.10.1 [ UDP]
192.168.10.5 <- 192.168.10.1 [I CWP Port Unreachabl e]

Filtered:
192.168.10.5 -> 192.168.10.1 [ UDP]
192.168.10.5 <- 192.168.10.1 [Msc. |ICWP Unreachabl e]

[N

Al oo ) Sy HPING3 g NMEP 1581 ¢ 55 g0 5l oolaiwl LUDP isgs (o5lw ool

# nmap -sU 192.168.10.1

Starting Nmap 4. 21ALPHA2 (http://insecure.org) at 2007-03-07 09:18 CST
Interesting ports on 192.168.10.1 (192.168.10.1):

Not shown: 1485 cl osed ports

PORT STATE SERVI CE

53/ udp open|filtered domain

67/ udp open|filtered dhcps

2049/ udp open|filtered nfs

MAC Address: 00: 0C: E5: 4F: OF: AF (Mot orol a BCS)

Nmap finished: 1 IP address (1 host up) scanned in 1489. 293 seconds
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an g el 00l oaliiul SU glsw 5l Gl 5l £55 ol ln S o aldle a5 jshailes
‘SAOM)A-J-A-SL’)L, QL,) JLQ.,}‘:U 2049567553 LSLQ U)QJ aS Cowl U] )‘ g;b L5>5)'>

# hping3 -c 1 --udp -p 53 192.168.10.1

HPI NG 192. 168.10.1 (ethO 192.168.10.1): udp nbde set, 28 headers + 0
dat a bytes

--- 192.168.10.1 hping statistic ---

1 packets tranmitted, O packets received, 100% packet |o0ss

round-trip mn/avg/ max = 0.0/0.0/0.0 s

# hping3 -c 1 --udp -p 54 192.168.10.1

HPI NG 192. 168.10.1 (ethO 192.168.10.1): udp npde set, 28 headers + O
dat a bytes

| CMP Port Unreachable fromip=192.168.10.1 nane=192. 168. 10.1

--- 192.168.10.1 hping statistic ---

1 packets tranmitted, 1 packets received, 0% packet |oss

round-trip mn/avg/ max = 0.0/0.0/0.0 s

oo ol 0 a5 jshiles el oo colaiwl —UAP gdgw I HPINGS |58l 0 5 o fog £65 o0l lp
oo 485 amS ol canl oo 8L ,0 ICMP Port Unreachable zx.b 54 &4 sl p a5 Ll )

Syg o g s sledyy -2.0
o b 5b ol poles LQJT ool 3l Bun aS wu3lo e L 5! gy 4 Ceod ol e
(e (oo Lt LQ,;T L aslsl jo a8 aasl = P Gowolae gl asl il o S S50 g y0g

D Jiedgas jlon o j5i 5 005 Ay diline log ) ()

TCPACK bg,-2.1
Sl axms 8L )0 corge Lllypl 09y mups oo plml ASLL SO 0 ) Gag Jes &S e

Al e sl g ol
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Moizes (puaS ookl all oals Jlg pld a5 canls G (69, SYN g (g, 31 ST e ylains
0 sl dx 0 g dS daegd eedlss 5,0l 5l S eeless cél 0 RST L SYN/ACK axwy
lecwl oolidl Blasl ax by g ol

as olo walgss lid Lo 4y by, ol cal aalgs a8ly diesgw ACK g, 4y jings a5 Cewlo] o
58 Jlopl Mol a5 sapd mualss gy cnl 5l eolitul b asly g walys aty b 5L &5 (DU
Cdlye o, ol Sl Sygr ol el e Jlgpls piilas 899 G ygu0,0 4 § 5 b Sogr dales
Sg dalg> "SYN sl s

Wy S5 0L Jleiml 4 g )15, SYN (glo atny Sy pild SO s g 09,1550 Jls pl6 51
Sl Fly SO a5 0,80 Hhaie jshan] dake peile |y bl waless j90 g 09l &8ly wae ACK
o590 Ly ol g sl oo il o (aslas 9939 (S i Dol 45) sols Wd a5 stwlgs o
RYRY

o) bl sl only 5 i 23l 0 i ot ACK iy 55 (s b 31 Sy 2 51 3
2,5 salg> Jls | RST axis S ACK ouiss

50 Jlgpl as og wwles Liae s s cdl o RST aiiy & auaie uiile 51 51l pls
Sl 0,50 Oy oby Jleisl 4wl bl ,o ICMP Unreachable b cois <ol o  Sewly ST s
Sy dales odls ks Jlg b lawgs

Unfiltered (got through firewall):
192.168.10.5 -> 192.168. 10. 1 ACK
192.168.10.5 <- 192.168.10.1 RST

Filtered:
192.168.10.5 -> 192.168.10.1 ACK
192.168.10.5 <- 192.168.10.1 [Msc. |ICWP Unreachabl e]
OR
<no response>

oS oo Joe p) Sty 4 tag g9 onl s3le ool (sl

# nmap -sA 192.168.10.1

Starting Nmap 4. 21ALPHA2 (http://insecure.org ) at 2007-03-07 09:03 CST
Al'l 1704 scanned ports on 192.168.10.1 (192.168.10.1) are UNfiltered
MAC Address: 00: 0C: E5: 4F: OF: AF (Mot orol a BCS)

Nmap finished: 1 IP address (1 host up) scanned in 2.468 seconds

# hping3 -c 1 --ack -p 80 192.168.10.1
HPI NG 192. 168.10.1 (ethO 192.168.10.1): A set, 40 headers + 0 data
byt es
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| en=46 i p=192.168.10.1 ttl =64 DF id=0 sport=80 flags=R seq=0 w n=0
rtt=1.7 s

--- 192.168.10.1 hping statistic ---

1 packets tranmitted, 1 packets received, 0% packet |o0ss

round-trip mn/avg/max = 5.2/5.2/5.2 ns

bl (oo —BOK 5 —SA a3 3590 (sla)l3l 5 50 ealital 39 (sla gge

1P JSS9y Sug -2.2

45k la Syp sl gt slm g WBL (o0 Glug lp Jle sl Ghg) o g Cn g Sl (S
S Oy ol el (Gl ol 09 g5 o aS il (e IP USSe  Sleiity sl g
ald jo calizee polie b ls ais 5l gpm SO a5 Sgls (pl bl oo UDP iog 4 4
ICMP Port g5 5| ol ol Hhie ool gbe g 00,5 Jlo,l atws axlw ;I Protocol
4 Gl U aile o ICMP Protocol Unreachable sl &wl s il Unreachable
ot Jlol alive JST5 50 (Fenl ST Osdad Sty S5 3,90 JSg ) Sl iy s
g5 5| (Folie o a5 Jy (o9 (oo (i) WBL oa L 8T unlys 4 395 il
Sl ol mld ol Jlos! 4wl <l o ICMP Unreachable

90 5l (S5 aid ooly S Sl ST S il cpl g il oo (S K00 caiis il sy SO L
as ol sl b8 Glag 5l Ghey cnl )0 &5 g walss Jlgpld g oud LS Ly 5L I
A alezs s, (Sl

0 sl ail o laogs els sas aslis slo Oyg sl Galise sl 54y aS Ll )

Sy 2 &b ol Oy pog A b b a4 g

Support ed:
192.168.10.5 -> 192.168. 10.
192.168.10.5 <- 192.168. 10.

[ Some | P protocol]
[ Same | P protocol]

P

Supported or filtered:
192.168.10.5 -> 192.168.10.1 [Sone | P protocol]

192.168.10.5 <- 192.168.10.1 [Msc. |ICWP Unreachabl e]
OoR
<no response>
Unsupport ed:
192.168.10.5 -> 192.168.10.1 [Sone | P protocol]
192.168.10.5 <- 192.168.10.1 [ICWP Protocol Unreachabl e]
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S (0 Joe g Dyga Glag by, 0l Gl

# nmap -sO 192.168.10.1

Starting Nmap 4.21ALPHA2 ( http://insecure.org ) at 2007-03-07 09:03
CST

Interesting protocols on 192.168.10.1 (192.168.10.1):

Not shown: 252 open|filtered protocols

PROTOCOL STATE SERVI CE

1 open icnp

2 closed ignp

6 open tcp

17 open udp

MAC Address: 00: 0C. E5: 4F: OF: AF (Mot orol a BCS)

Nmap finished: 1 IP address (1 host up) scanned in 5.781 seconds

# hping3 -c 1 --rawip --ipproto 0 192.168.10.1

HPI NG 192. 168.10.1 (ethO 192.168.10.1): raw I P node set, 20 headers + 0O
dat a bytes

--- 192.168.10.1 hping statistic ---

1 packets tramtted, O packets received, 100% packet | oss

round-trip mn/avg/max = 0.0/0.0/0.0 ns

# hping3 -c 1 --icnp 192.168.10.1

HPI NG 192. 168.10.1 (ethO 192.168.10.1): icnp node set, 28 headers + 0
dat a bytes

| en=46 ip=192.168.10.1 ttl=64 id=40509 icnp_seq=0 rtt=1.6 ns

--- 192.168.10.1 hping statistic ---

1 packets tranmtted, 1 packets received, 0% packet |oss

round-trip mn/avg/ max = 18.6/18.6/18.6 ns

# hping3 -c 1 --rawip --ipproto 2 192.168.10.1

HPI NG 192. 168.10.1 (ethO 192.168.10.1): raw I P node set, 20 headers + 0
dat a bytes

| CMP Protocol Unreachable fromip=192.168.10.1 nanme=192. 168. 10. 1

--- 192.168.10.1 hping statistic ---

1 packets tranmtted, 1 packets received, 0% packet |oss

round-trip mn/avg/max = 0.0/0.0/0.0 ns

3599 Jeluse syl -3.0
ALl Ghe Glog 50 pte jlowe OIS g Lol sloby, 4 dlie (pl pgo g Jol Slosend o
Vgl a5 o5 el il 55 ! 51 oslisal o euils , HPINGS o NMap 3l 5o 51 oslial L _leJlie
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an ly Soln g eog L) Lgs wiiie jshaie ul Gln (Berme g 0ad wSll lall
5 o vy Gioles LHPING )l Logas g il oo ol G,k 51 (0gbils) angs LB lacedde
93 odgm |y Llugy oo (655 Az alibog oty (jauis 28l o b g ool 2l o gl any L]

22 oo giwlei das |y o o a4y bgs o SIS sl g arllas )18
Sl O jgear dalol 0 a5 5 )ls vz b Oye e lp 6,0 )l g (K, geie sla )l Ll
oxge 4 Lol Cgpms Jodoy llae Slisiz addllae 4 addle 500 5wty Wl (Byme 4 paiies

R PR WPy o..\.z.’s‘sé-

Strobe ,1p1-3.1
o0l Gy 5l g ool aigs Julian Assange lawgs a5 il o TCP &g iog i3l G Strobe

bl (oo S8b 0 BB ) oy

\ http://1inux. maruhn. conf sec/ strobe. htm

LSLQ,LALC f“""""""'”" o g 09g u)y u’“?’ LSLQ)‘)"‘ UJ)JOLQ.A.C‘ J;Le 9 u.:).a..u).w )| Lfi’ Strobe
il e oolaiwl LB UNIX oolsil>

# strobe 192.168. 10. 15
strobe 1.03 (c) 1995 Julian Assange (proff @uburbia.nnet).

192. 168. 10. 15 echo 7/tcp Echo [ 95, JBP]

192. 168. 10. 15 di scard 9/tcp Discard [ 94, JBP]

192. 168. 10. 15 sunr pc 111/tcp rpchi nd SUN RPC

192.168. 10.15 daytinme 13/tcp Daytinme [93, JBP]

192. 168. 10. 15 char gen 19/tcp ttytst source

192. 168. 10. 15 ftp 21/tcp File Transfer [Control]

192. 168. 10. 15 exec 512/tcp renpte process execution

192. 168. 10. 15 l ogi n 513/tcp renote login a la tel net;

192. 168. 10. 15 cmd 514/ tcp shell like exec, but automatic
192. 168. 10. 15 ssh 22/ tcp Secure Shel

192. 168. 10. 15 t el net 23/tcp Tel net [112, JBP]

192. 168. 10. 15 sntp 25/tcp Sinple Mail Transfer [102, JBP]
192. 168. 10. 15 nfs 2049/tcp networked file system

192. 168. 10. 15 | ockd 4045/ tcp

192. 168. 10. 15 unknown 32772/ tcp unassi gned

192. 168. 10. 15 unknown 32773/ tcp unassi gned

&S oo S |y asl Open | Listening cdl> ;0 aS TCP &gy 2 150 o)
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U"‘ p.s)‘-b).’ = QT SHe Ry LgLQ ‘S’La‘y EY Llhas allas U"‘ ) aS Sl Lg‘ 0)15».\.& )\).s‘ NetCat
Sl ol sl ole a8 oYL ey o oblg Jdoy 5 ouls axisgs HODDIT Lawgs ooladl 598 Loy 150l
g o0 O gmmdgu 0,50z (558l pb A Csel Caio o

sl Jole g Glp o2 3l (ol asS o0 @w2l,8 1) UDP g TCP sla & jgs ool jiug NC
ol s M5 Sy 031515 slalile s (sl o 5 9 ool

S ool Il e yd las slecaly 5l ales o 0l nl slo Edgw 0)50,0 jinn olealy gly

Iy ool ppss Cele 4y bogo 1o TCP g5 5 140 5 1 slo &g duicnn ) 40 45 00l jolo jgiwo

D o 18 Jog 890

# nc -v -z -w2 192.168.10.15 1-140
[192.168. 10. 15] 139 (?) open
[192. 168.10.15] 135 (?) open
[192. 168.10. 15] 110 (pop-3) open
[192. 168.10. 15] 106 (?) open
[192.168.10. 15] 81 (?) open
[192. 168.10.15] 80 (http) open
[192. 168.10.15] 79 (finger) open
[192. 168. 10. 15] 53 (dommi n) open
[192. 168.10. 15] 42 (?) open
[192. 168.10.15] 25 (sntp) open
[192. 168.10.15] 21 (ftp) open

A <

oolaw! b je0m9 <o NC )0 UDP iug a5 ol ol andl aiils o ae ol a5 cage a5
Lol 00l @l 3 Sl (] UNIX solgils co adens (o Ladd g ol oo
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#nc -u -v -z -w2 192.168. 10. 15 1- 140
[192. 168.10. 15] 135 (ntportmap) open
[192. 168.10.15] 123 (ntp) open

[192. 168.10. 15] 53 (domai n) open

[192. 168.10.15] 42 (nane) open

1S s 5 29 el 3l alg e 1) Il ol
http://netcat.sourceforge.net

Super Scan Il -3.3

o5 4 ol (6,8 e ogr eole JJas a5 ol o (GUI) (SIS Ll b (gh900 ! SO
FoundStone <ol 5l ScanLine ol jogs auilss oo |y 55l cnl ouslop (o5 T L LIS 096 5,50,0
Asles aghils

ScanLine ,lpl-3.4
oo el o0l &3l Found Stone lawgs a5 wil o loyd s e (659009 DS Il S
w3 0000l 5l g 00g il e oud aiSle Oysy Gl Sl 03U &S Gl e e SIS g

il s BB 25
http://www.foundstone.com
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=l s,ylpl Jeus -3.5
oolazwl 0,90 4o 5l jiew Windows g UNIX sls Lae jo a5 2uly slo,l38l o5 15 Jeam o
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Nmap o coliwl 3,90 5 Fwigw 4> Jgu> -3.6

Nmap Port Scanning Option Summary

Scan Option Name Packet Sequence Notes

-sS TCP SYN - SYN Default scan type for
< ACK SYN privileged (root) user
- ACK RST

—sT TCP connect() - SYN Default scan type for
€ ACK SYN non-privileged user
> ACK
> ACK RST

—sF FIN - FIN Usually no reply from
< ACK RST open ports, ACK RST

from closed ports

—sN Null - No Flags
€ ACK RST

—-sX Xmas - FIN PSH URG
€ ACK RST

—sP Ping - Echo Request Ping sweep with a
€ Echo Reply twist (+ TCP port 80)
--and --
- ACK (just port 80)
€ RST

—sU UDP Null Data

—sA ACK -> ACK

& ACK RST if port
opened or closed
< No Reply if port
filtered (firewall?)
—-sW Window Same as —sA Window = zero if

the port is closed,
Window > zero if

port is open
—-sM Maimon - FIN ACK BSD UNIX or not?
€ RST (usually)
- Or —

€ No Reply (if BSD)
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9t Ghagt b ablia 4.0

A3k e (Prevention) cusles o (DEtECtion) (oS :al> 1o g0 Jold &g g b abilie

2 e S5 RS sle w5l 455 9,0 (Detection) il ezl b allas s
S ooliiul SNOM Jie il oty a3l 6331 p 5 &g Lany a5 (Network-Based IDS) aS.s
5 89979 Cable JJou .S ags WWW.SNOTE.Org w0l 5 551, & jear auilss oo 1, IDS (!
G Jos wead ojlal a5 39y walys (St IS Lo pi i slo i 595 Ly e 9 ,Shos
oo IDS Sl osliul o],y 4y S w0 a5 jshilen Js 595 alil Gliatees (55, Sy
L sl lags oS oy 1) Gliatics (55 5k slo Oy &l (a3l G aSal ) S ey el
ed GhalS ) S9ds slas (65978 2of Slemg e e b g 03,5 Iy

Dol oy g (3990
255 s

ClS (6,58 iy 50, (S 5 (S,lgume wan b o,k colo Sle I 4l
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fo yiduw 3l (S0 CLS b (6 puFob o y0 g axdllae A uiumigd (oo b
600 Calidgo b QLS oy s (o) Cadidgo aSul (9 3 gumm) i35
0055 dntd bl ) aod (6l 9
Caold aulgs (cw yiwo b QLS @ SO 804
www.karnil.com
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