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3 ke Gk — a3 e ilie O b ce « (Specification Algorithm) ., Sl clasis
Sl sopee WIS 5wl SHLT o) Sl Slasiin Lolan o pas 5 s 1S i S
Jlie b osas LIS 535 o 1S il e LIS S ST - e s ST
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Paymentinfo > <xml version='1.0'??>

<xmlns="http://example.org/paymentv?2'

<Name/>John Smith<Name>

<CreditCard Limit='5,000' Currency="USD">

<Number/>oo61v +Yvv viio ¢+ a<Number>
<Expiration/>.y/+s<Expiration>  <Issuer/>Example  Bank<Issuer>
<PaymentInfo/> <CreditCard/>

bl e 5o 5 S8 w W3BC glasluilial bl o (65108 505 51 oy e o

EncryptedData > <xml version="'1.0'?7>

<MimeType="text/xml’ xmlns="http://www.w3.0rg/2001/04/xmlenc#’
<CipherData/> <CipherValue/>A23B45C56<CipherValue> <CipherData>

<EncryptedData/>
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Paymentinfo > <xml version="'1.0'??>

<xmins="http://example.org/paymentv?2’

<Name/>John Smith<Name>

EncryptedData >
Type="http://www.w3.0rg/2001/04/xmlenc#Element’

<xmlns="http://www.w3.0rg/2001/04/xmlenc#'

<CipherData>
<CipherValue/>A23B45C56<CipherValue>

<CipherData/>
<EncryptedData/>
<Paymentinfo/>
0353 Sledbl 5 Sl g bais Sl opl s asie €lement G ol g 6108 50, Y-t
le sl 3L e element 5= 5 ous 6,108 56, element

<xml version='1.0"?7?>

<Paymentinfo xmIns="http://example.org/paymentv2>

<Name/>John Smith<Name>

<CreditCard Limit='5,000"' Currency="USD">
EncryptedData xmIns="http://www.w3.0rg/2001/04/xmlenc#">

<Type='http://www.w3.0rg/2001/04/xmlenc#Content'

<CipherData>
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<CipherValue/>A23B45C56<CipherValue>
<CipherData/>
<EncryptedData/>
<CreditCard/>

<Paymentinfo/>

el 0l (g8 505 OT b gie Js sile <ol <CreditCard> element <= -l s

LS B <ChipherData> ,z:c 05,5 W3C s ikl 3b (6 138 50, 5 o Sled!
g5 3 5l SOl ol 4 355 e oy <EncryptedData> s & cuand ol 55 uomes
Aibge S e, gl p eslinal 3550 0 UL 5 (5,108 50,

3 0 8 50, O 5 ise U XML wee & 8y (60108 505 3 oslizal 5 50 (sladds £-8-)
5 Qs col S e nl apd e e o <ENCryptedData> s Locwand O
L JS LT oSl Juls sl Mo (LS oo oslizusl el ol 31 o S 48 il (5,108 54,
o 5 gl b el e el (OIS ey DleDb] 5 aS] ien O 31 (gtomd sl (5,18 3o,
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Olea OF Jluis o5 <ds:KeyValue> .z — il o ) ols ol e opl 5t il e LIS
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i S jaseie Lsls 15T gl dad oS 1 e LUl )
Caamd (pl 33 S5 dor &S S o i 555 0 0> S 55 5 <Reference>
b URI w,ﬂ&%y@@;ﬂw‘ sl 0l (IS e 5 Lzl

HTML LU ¢ 5 5l ame S o http://www.abc-company.com/index.html

S b S o httpi//www.abc-company.com/logo.gif .. s oLzl

&« http://www.abc-company.com/xml-files/info.xml S oLl

http://www.abc-company.com/xmil- S el XML 6 51 LU
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S e eplil s XML LG 0455 2 S o itestinfo Ly

s <Reference> s ous oo we o (sl o digeSt s asle LY
s <Reference> e oo 5,5 .~ 15 <DigestValue> s jlui.
Ldigest el s eslinal 3,50 02, S & Lils, <DigestMethod> e
S B

<SignedInfo Id="foobar"
CanonicalizationMethod>
Algorithm="http://www.w3.0rq/TR/2001/REC-xml-c14n-
</"20010315

SignatureMethod >
</ "Algorithm="http://www.w3.0rg/2000/09/xmldsig#dsa-shal

Reference >
<"URI="http://www.abccompany.com/news/2000/03 27 00.htm
DigestMethod >

</ "Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal

<DigestValue/>j6lwx3rvEPOOvKtMup4NbeVu8nk=<DigestValue>
<Reference/>

Reference>

URI="http://www.w3.org/TR/2000/WD-xmldsig-core-

<"20000228/signature-example.xml
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DigestMethod >
</"Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal

<DigestValue/>UrXLDLBIta6skoV5/A8Q38GEw44=<DigestValue>

<Reference/>

<Signedinfo/>

035 osb Gl p en, S ax &S uS s eie <CanonicalizationMethod> ...
el 0l o2l <SignedInfo> ,..:c (canonize)

oL al>s <Signedinfo> o ol digest luie cand ol s Lol o108 cudle .0
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oV as b Sl Oy I3 e e 81— S s alie <SignatureValue> .z ;s ous
SMis b s o350 als ST digest i <Reference> a5 ods b ne e A sl
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* Federal Information Processing Standard (FIPS) Publication 186-2
Digital Signature

Standard (DSS). US/DoC NIST. January 27, 2000 with Change Notice#1
October 5,

2001.

* National Institute of Standards and Technology (NIST), Secure Hash
Standard, FIPS PUB

180-1,

* URL: www.itl.nist.gov/fipspubs/fip180-1.htm

» American Bar Association, Section of Science and Technology,
Information Security

Committee. “Digital Signature Guidelines Tutorial”, 22 June 2003.

URL:http://www.s2.chalmers.se/iths/pdf/Digital%20signature%20tutorial.
pdf FACT SHEET
ON DIGITAL SIGNATURE STANDARD, May 1994

* .URL:http://security.isu.edu/pdf/dss_fact.pdf

* Bengisu Tulu, Haiging Li, Samir Chatterjee, Brian N. Hilton, Deborah
Lafky and Thomas A.

Horan, Design and Implementation of a Digital Signature Solution for a
Healthcare

Enterprise, 2004

URL:http://ncl.cqu.edu/publications/tulu li chatterjee hilton lafky horan
-pdf
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* P. Kitsos, N. Sklavos and O. Koufopavlou, AN EFFICIENT
IMPLEMENTATION OF THE

DIGITAL SIGNATURE ALGORITHM

* URL.: http://www.vlsi.ee.upatras.qgr/~pkitsos/Kitsos ICECS02.pdf.

* Internet WWW page at

» URL:http://islab.oregonstate.edu/koc/ece575/03Project/Prabhakararao-

Mathur/DSA.html

WWW.ircert.com

www.astalavista.com

http://www.math.unl.edu/~jorr/gilbhatch/ciphercalc applet.html

http://www.amarasingha.cwc.net/mathspages/rsacode/

http://pajhome.org.uk/crypt/

http://pajhome.org.uk/crypt/rsa/maths.html

http://www.muppetlabs.com/~breadbox/txt/rsa.htm

from the PGP international websitel ntroduction to cryptography
Electronic Signature (Esign)

Law of Turkiye

D. Song, "Athena, an automatic checker for security protocol analysis”
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